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Abstract—Head-worn augmented reality (AR) continues to evolve through critical advancements in power optimizations, Al capabilities,
and naturalistic user interactions. Eye-tracking sensors play a key role in these advancements. At the same time, eye-tracking data
is not well understood by users and can reveal sensitive information. Our work contributes visualizations based on visceral notice
to increase privacy awareness of eye-tracking data in AR. We also evaluated user perceptions towards privacy noise mechanisms
applied to gaze data visualized through these visceral interfaces. While privacy mechanisms have been evaluated against privacy
attacks, we are the first to evaluate them subjectively and understand their influence on data-sharing attitudes. Despite our participants
being highly concerned with eye-tracking privacy risks, we found 47% of our participants still felt comfortable sharing raw data. When
applying privacy noise, 70% to 76% felt comfortable sharing their gaze data for the Weighted Smoothing and Gaussian Noise privacy
mechanisms, respectively. This implies that participants are still willing to share raw gaze data even though overall data-sharing
sentiments decreased after experiencing the visceral interfaces and privacy mechanisms. Our work implies that increased access and
understanding of privacy mechanisms are critical for gaze-based AR applications; further research is needed to develop visualizations
and experiences that relay additional information about how raw gaze data can be used for sensitive inferences, such as age, gender,
and ethnicity. We intend to open-source our codebase to provide AR developers and platforms with the ability to better inform users
about privacy concerns and provide access to privacy mechanisms. A pre-print of this paper and all supplemental materials are

, and Brendan David-John

available at https://bmdj-vt.github.io/project_pages/privacy_notice.

Index Terms—Augmented reality, Eye tracking, Privacy notice

1 INTRODUCTION

Eye tracking enables exciting developments in augmented reality (AR),
making experiences more interactive and intuitive by leveraging gaze
behavior. However, eye tracking raises privacy concerns based on
how personal gaze data is collected, used, and potentially exploited,
whether or not users have control over this sensitive information [30].
Eye-tracking data continues to become more ubiquitous in extended
reality (XR) research and applications [11, 11,56], suggesting a future
where inferences from gaze data are enabled in exchange for enhanced
capabilities in optimized rendering [22,50], natural interactions [42],
or Al assistance [10].

Typical AR users lack a robust or coherent understanding of their
eye-tracking data compared to developers and XR enthusiasts [1,2].
Existing work has explored Visceral Interfaces (VIs) to describe an
experientially rich approach for relaying privacy-relevant information
through sensory and psychological cues [12]. Visceral notices were
conceptualized to enhance user awareness within notice and consent
and leverage user familiarity with experiences or symbolism, expected
psychological responses to stimuli, and by showing implications or
results of their decisions. These dimensions provide novel approaches
to leverage visualizations and experiences in immersive settings that
relay privacy implications. VIs specific to privacy awareness for Virtual
Reality (VR) eye tracking have been proposed [48] and evaluated [43],
demonstrating their value for increasing privacy awareness for this
emerging technology.

Eye-tracking data can reveal not only where someone is looking, but
also sensitive information such as personality traits, sexual preferences,
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biases, substance use, and medical conditions [32]. This can lead to
highly invasive profiling [20] that is highly unsettling and disturbing
to users [51]. To address these concerns, privacy mechanisms have
been developed to degrade eye-tracking data [9,20,51] and reduce the
risk of sensitive inferences from untrusted parties. At the same time,
privacy notices and visualizations are capable of informing users of
what their gaze data reveals about them. While visualizations make
data more comprehensible to users, it is increasingly difficult for users
to understand the role of highly technical privacy mechanisms and their
ability to mitigate the risks of sharing eye-tracking information [18, 19,
51,53]. No research on privacy mechanisms or VIs has been conducted
in an AR environment, nor have visualizations been used to inform
users about the effect of gaze-based privacy-preserving mechanisms
on their data. Our work unifies these efforts by leveraging VIs to
understand subjective perceptions of the safety provided by privacy
mechanisms applied in head-worn AR settings.

Our work presents two main contributions. First, we adapt gaze-
based VIs from VR to AR and extend their evaluation beyond free
viewing to a gaze-based selection task. The findings support existing
work from VR on user preferences towards specific forms of visualiza-
tions while providing new insights when gaze data is actively applied
to the user’s current task. With the jump from VR to AR, we also
consider that VIs provide insight into user gaze behavior with both
real and virtual content, instead of only virtual content the device is
already aware of. Second, we are the first to leverage VIs to visualize
the effect of privacy mechanisms on gaze data streams and understand
subjective attitudes towards these techniques and their impact on data-
sharing preferences. These insights complement existing quantitative
analysis on how well these mechanisms preserve privacy and further
support the use of Weighted Smoothing to ensure users are comfortable
sharing data while they are protected against privacy attacks such as
re-identification.

2 RELATED WORKS
2.1 Eye-Tracking Privacy

Eye-tracking data enables practical applications within XR systems
but also presents the risk of leaking personal and sensitive informa-
tion when shared with others [11]. Gaze data serves as a biometric
capable of identifying a user with high accuracy in both desktop [39]
and XR settings [5, 38], posing a risk for re-identification [20]. Fea-
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tures extracted from gaze data are also capable of profiling physical
and behavioral traits such as age [41], race [7], gender [46], and ad
preferences [28]. Eye-tracking data poses a unique risk in that reactive
eye movements cannot be controlled; even informed users are unable to
consciously control their gaze or limit what it reveals about them [32].

Privacy-enhancing technologies (PETs) specific to gaze data have
been developed to protect user data by degrading quality and fidelity
as a trade-off between utility and privacy. Several approaches are
applied directly to streams of gaze data [53], including access control
for safeguarding data with a gatekeeper only releasing the data required
for specific applications [20] and content-aware methods that provide
a spatial differential privacy (DP) guarantee [36]. Privacy protections
on data streams are limited in that practical adoption of the approach
is unknown and not legally required, resulting in applications that
primarily rely on notice and consent to enable and track gaze data.
Other approaches support privacy-preserving dataset sharing through
formal privacy guarantees, either through differential privacy [9,51] or
alternative guarantees specific to re-identification [18, 19]. The privacy-
utility trade-off resulting from these PETs is primarily evaluated with
offline data analysis against privacy attacks and does not measure user
perceptions or attitudes towards their data after PETs are applied. Steil
et al. measured data-sharing attitudes but did not measure the impact
on attitudes after their DP privacy mechanism was applied [51]. Li et al.
explored user preferences through interactions with slider controlling
privacy noise level within an interactive game, but did not link DP
parameters to data-sharing attitudes or privacy awareness [36]. Our
work provides a new understanding of user preferences in gaze-based
privacy mechanisms and informs privacy-utility trade-offs in an AR
context.

2.2 Privacy and Security Indicators

Privacy policies are notoriously difficult for users to understand and are
often filled with dense language and legal jargon, primarily protecting
companies from liability rather than genuinely informing users. As a
result, most people either skim these policies or avoid reading them
altogether, leaving them unaware of the full scope of data being col-
lected and how it might be used [31,47,52]. Users prefer simplicity in
privacy notices, favoring plain language and transparency over verbose
and legalistic descriptions [44]. This lack of clarity in data collection
creates a disconnect between users and how their data is processed,
motivating the need for effective privacy and security indicators to
support large-scale adoption of XR systems and the invasive sensors
they include [21].

Privacy and security indicators are in development for VR [37,43,55]
but lack evaluation in an AR context. AR data collection is increas-
ingly pervasive and personal [26] and should offer real-time, visually
engaging notifications to inform users. For example, researchers have
suggested using visual elements such as color-coded outlines around
avatars in social settings to confirm their authenticity [37] or icons
above virtual portals to indicate connections to other parts of the Meta-
verse [55]. By integrating these real-time, intuitive notifications, AR
systems can raise awareness of data collection while maintaining a
positive user experience. The current standard in eye-tracking privacy
notice for AR comes from the Magic Leap 2 data transparency pol-
icy [35] which includes the requirement that “Users must be able to
visualize (e.g., a red dot recording logo) when eye tracking data is being
collected, stored, transferred or otherwise used by the Application.” It
remains an open question as to how many apps currently follow this
guidance and what visualization options they provide. Our work pro-
vides access to active AR visual indicators beyond adaptations of 2D
indicators.

2.3 Visceral Notices for Eye-Tracking Data

Visceral notices provide a method of informing users of privacy risks
through stimulating, emotionally resonant, and vivid methods [12].
Visceral notices are intended to be intuitive and informative by lever-
aging stimuli users are familiar with to elicit psychological responses.
Rumble strips on the expressway are a real-world example: immedi-
ate haptic feedback is used to quickly inform driver safety. Another

example is adding a pair of eyeballs to a tip jar to elicit the feeling
of being watched and increase tip amounts. Calo proposed the use
of visceral notice in the context of notice and consent. By allowing
users to experience information that is typically revealed in lengthy
data policies, visceral notices provide attention-grabbing and digestible
information that may benefit user autonomy. Selinger et al. proposed
multiple VIs to inform VR users when eye tracking is taking place and
what data is being captured [48]. For example, being watched by a
virtual character as you interact with a VR environment could induce
the feeling of being watched and relay a reminder that your movements
are being captured. Other proposed VIs explore the concept of showing:
data is presented after viewing statues in an art gallery, the proportion of
gaze spent on various skin tones is identified, and the user is informed
of what their behavior reveals about them.

Ramirez-Saffy et al. were the first to evaluate VIs in a VR setting to

enhance privacy awareness around eye tracking [43]. They deployed
two VIs. First, a tendril approach that draws a line indicating past gaze
positions behind a crosshair, illustrating the user’s gaze in real-time as
it moves around the VR environment. Second, they evaluated an eye
icon interface mirroring tracked data as a floating pair of eyeballs in the
user’s periphery. We provide more details and an illustration of these
visualizations in Section 3.2. The authors studied perceptions of these
visualizations in a free-viewing VR art gallery. Their results indicated
that the tendril interface, although somewhat distracting, was more
effective at helping users understand gaze behavior and become more
aware of how it interacted with their surroundings. The eye icon, while
less intrusive, provided fewer insights into the user’s eye movements.
The results revealed clear strengths and weaknesses for each interface
and significantly lowered willingness to share data with certain entities
after experiencing the VIs. Our study extends the evaluation of VIs to
AR and includes an active gaze task to measure the trade-off between
these VIs and the impact of privacy mechanisms.
Summary While previous research has made progress in under-
standing eye-tracking privacy risks [32], developing privacy mech-
anisms [9, 20, 51, 53], and exploring visceral interfaces in VR set-
tings [43,48], there are still key gaps in how these approaches apply to
AR environments. First, the impact of visibility from see-through AR
displays on visualization preferences and attitudes is not known, and
the impact of seeing gaze data interact with real-world content beyond
simulated VR environments on data-sharing attitudes is not established.
Second, current AR data-sharing policies, such as the Magic Leap
2 [35], require visual indicators for eye tracking; no studies have evalu-
ated the effectiveness of visualizations to balance user experience and
privacy awareness for AR eye-tracking data. Similarly, while privacy
mechanisms have been tested against technical attacks [18,19,53], there
is a lack of understanding of how users perceive these mechanisms or
how they affect data-sharing attitudes once visualized. For example,
Steil et al. [51] researched data-sharing attitudes via surveys but did
not measure how they changed after applying their differential privacy
mechanism. Li et al. [36] explored privacy noise controls for user
experience but did not measure privacy awareness or attitudes.

3 METHODOLOGY
We conducted a user study to answer the following questions:

* RQ1: What impact does experiencing gaze-based VIs and privacy
mechanisms have on privacy attitudes and data-sharing sentiments
for AR gaze data?

¢ RQ2: Are user preferences towards AR tendril and icon VIs and
their deployment consistent with VR findings?

* RQ3: How do users perceive visualized privacy mechanisms
and what are their preferences towards sharing gaze data with or
without privacy mechanisms applied?

Pre and post-experiment surveys measured the impact of experienc-
ing gaze-based VIs and privacy mechanisms on data-sharing attitudes
and sentiments across two AR tasks (RQ1). Surveys on user pref-
erences for VI type and types of deployments in practice evaluated
whether existing results from VR settings are consistent in AR (RQ2)
along with user experience metrics and subjective preferences toward
three privacy mechanisms for AR gaze data (RQ3).



3.1 Protocol

Our user study was approved by our Institutional Review Board (IRB)
and subjects were paid $20 USD. Studies took 40 minutes on average
for the Art Gallery and 55 minutes on average for the Gaze Selection
task. Participants were recruited through email and word of mouth. The
user study flow is outlined in Figure 1. Exact survey questions and mea-
sures are provided in the Supplementary Material for reproducibility.
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Fig. 1: User study protocol. Participants were split into groups based on
task (Gaze Selection and Art Gallery) with each visualization interface in
a counter-balanced order. Participants experienced raw data visualized
as a baseline then all three privacy mechanisms in a counter-balanced
order for each interface.
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3.1.1

The study consisted of 34 participants with no specific technical exper-
tise required. We collected basic demographic information, including
gender identity, race/ethnicity, age, and prior experience with XR de-
vices. Of the participants, 14 identified as Caucasian or White, 12 as
Asian, 4 as Black or African American, 2 as Multiracial, 1 as Moroccan,
and 1 as Hispanic or Latino. Regarding gender, 24 identified as men,
9 as women, and 1 as non-binary. Participants were between the ages
of 18 and 30 with a mean age of 20.8. Prior XR experience and levels
of privacy concern were also measured between participants (Table 1).
Most participants (82.4%) had prior VR experience with 82.1% of these
participants reporting less than three hours of VR activity in the past
month. For privacy concerns, 10 reported their medical information
had been improperly disclosed, with 3 indicating they were victims of
an improper invasion of privacy. A total of 6 participants indicated they
were victims of an improper invasion of privacy while 8 others stated
they did not know if they were. Most (26) participants agreed con-
sumers do not have control over how personal information is collected,
18 of those participants did not identify as victims; 5 participants agreed
most businesses handle such information properly and confidentially.
Only 4 participants did not agree with either statement and were either
unsure or not victims of privacy invasion.

Demographics

3.1.2 Pre-Experiment

After providing demographic data, participants viewed a short presenta-
tion from the researcher on the role of privacy mechanisms in balancing
privacy and utility, definitions of our privacy mechanisms, and a video
recording showing raw data and data after each privacy mechanism was

applied. The objective of the presentation was to provide a uniform
understanding for participants on privacy mechanism implementation
and did not include any information comparing how effective they were
in protecting privacy or their impact on utility. To avoid biasing partici-
pants, the presentation did not discuss how gaze data creates privacy
risks as in related work [43] and did not emphasize any of the three
possible risks (re-identification, targeted ads, and sensitive inferences)
that were listed as examples of risks privacy mechanisms are designed
to mitigate while balancing utility in general. A pre-experiment survey
then measured participants’ initial feelings about eye-tracking data
sharing and how comfortable they were with sharing their gaze data for
different purposes and with different entities. These responses provided
a baseline understanding of their privacy attitudes prior to experiencing
VIs to answer RQ1.

3.1.3 Experiment

Once the surveys were completed, participants were randomly assigned
to one of two task groups: Art Gallery and Gaze Selection.

Art Gallery: Participants freely explored an AR art gallery aligned
with the walls of a long hallway (Figure 2, Left). They were tasked with
using a hand controller to select their five favorite art pieces within
a three-minute time limit. This task replicates an environment where
eye-tracking data is collected passively to monitor user behavior and
mirrors an existing VI evaluation task [43].
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Fig. 2: Left: Art Gallery task. Right: Gaze Selection task with Eye Icon
visualization in the top-right of the field of view.

Gaze Selection: Participants were presented with a gaze-based
target selection task in the presence of distractors (Figure 2, Right).
Cartoon animals—squirrels or cats—randomly spawn in front of the
user for one minute, gaining points for selecting the squirrels and losing
points when selecting cats. Dwell-time was used to select targets with a
selection triggered by maintaining gaze for 500 ms. This task replicates
environments where users’ eye-tracking data is actively used within
the AR application and was motivated by the shooting task from prior
privacy mechanism evaluations in VR [53]. In privacy mechanism
conditions, the privacy-enhanced gaze data was used for selection.

Data was collected across the two tasks in a between-subjects fash-
ion with 18 participants for Art Gallery and 16 for Gaze Selection.
Participants experienced their assigned task using both VIs presented
in a counter-balanced order. Within each VI block, participants experi-
enced trials with visualizations of raw gaze data followed by the three
privacy mechanisms counter-balanced.

3.1.4 Post-Block

After each VI block, participants completed a survey to measure their
workload using the NASA-TLX questionnaire [27] and attitudes to-
wards the visualization technique. This survey also collected their
attitudes and comfort levels toward sharing their gaze data using the
same questions from the pre-experiment survey. Additionally, par-
ticipants rated how comfortable they were in sharing data across the
privacy mechanisms. These responses provide an understanding of
VI along several dimensions for answering RQ2. We also measured
motion sickness using a questionnaire from the National Library of
Medicine [8, 13].



Table 1: Demographic survey questions related to prior XR experience and levels of privacy concern.

tions (including video games) in the last month.

Demographic Response Format
Have you used a virtual-reality headset before? Yes/No

Estimate the number of hours you have used head-mounted | Open-ended
virtual or augmented reality in the last month (e.g., Ocu-

lus/Meta Quest).

Estimate the number of hours you have used 3D applica- | Open-ended

Which of the following applications have you used virtual
reality for?

(1) Social VR Learning/Education (2) Gaming (3) Cinematic Experiences (4)
Streaming Live Sports/ Entertainment (5) Have not used virtual reality before

Privacy Concern Questions

Response Format

Which of the following do you believe has ever disclosed
your personal medical information in a way that felt im-
proper?

(1) Health insurance companies (2) A clinic or hospital that treated you or
a family member (3) Public health agencies (4) Your employer or a family
member’s employer (5) A doctor who has treated you or a family member (6) A
pharmacist who filled a prescription for you or a family member

Have you personally ever been the victim of what you felt
was an improper invasion of privacy, or not?

(1) Yes, I have been a victim (2) No, I have not been a victim (3) I don’t know

Which of these statements do you think are true?

(1) Consumers have lost all control over how personal information is collected
and used by companies. (2) Most businesses handle the personal information
they collect about consumers in a proper and confidential way. (3) N/A

3.1.5 Post-Trial

Participants completed a survey after each trial regarding the visualiza-
tion of raw gaze data and the three privacy mechanisms. This survey
collected their feelings regarding their ability to complete their task,
perceived privacy with the mechanism (if applicable), and willingness
to share the data collected when the privacy mechanism was applied
for each condition. The post-trial surveys were based on the User
Experience Questionnaire (UEQ) as a standard scale for evaluating
interfaces [34]. We omitted certain UEQ questions that did not fit the
scope of this study based on feedback from pilot testing. The final
set of questions were aggregated to compute scores for attractiveness,
perspicuity, efficiency, dependability, stimulation, and novelty. These
responses provide a comparison of preferences and perceptions of the
explored privacy mechanisms for aggregate and between-task analysis
to answer RQ3.

3.1.6 Post-Experiment

Participants completed a post-experiment survey mirroring the pre-
experiment survey. The goal of this survey was to assess whether their
views on sharing their eye-tracking data had changed holistically after
interacting with both VIs and the privacy mechanisms.

3.2 \Visualizations

The interfaces were implemented on a Magic Leap 2 headset using
Unity 2022.3.30f1 and adapted from the open-source code provided by
Ramirez-Safty et al. [43]. Interface animations were based on real-time
gaze data from the Magic Leap 2 sampled at 60 Hz.

Tendril Interface: The current gaze position in 3D space was used
to draw a crosshair with a trail renderer component that follows gaze
over time. The tendril interface constantly displays the current gaze
embedded within the real world. However, by appearing wherever a
user looks, the tendril interface is often considered distracting and an-
noying despite being preferred to inform privacy awareness in VR [43].
The tendril VI is illustrated for raw and privacy-enhanced gaze data in
Figure 3.

Eye Icon Interface: The eye icon interface offers a more abstract
approach to visualizing gaze data by animating a set of virtual eyes
located at a fixed position in the upper-right quadrant of the user’s field
of view. This interface uses a skeuomorphic design of animated eyes
that makes use of the “familiarity as warning” dimension of visceral
notice [48]. The goal of the VI is to provide a persistent reminder
that their gaze activity is being recorded without distracting them. The
interface takes advantage of familiarity with recording indicators such
as a blinking red circle but was adapted to rotate with the user’s eye
movements as they occur.

We modified existing implementations [43] in two ways. First,
participants in their study reported that the main limitation of the eye

icon is that the user can never actually see the eye movements: because
gaze data was sampled quickly, by the time they glanced at the icon,
users only observed static gaze in the direction of the icon position. We
introduced a 250ms delay in animation from the gaze data stream to
allow users to observe a short window into past eye movements. Second,
participants reported that the eye icon was creepy and overwhelming.
While this captures the goal of the VI, we wanted to explore if adjusting
the icon based on context would reduce the severity of this effect. The
floating eyeballs were maintained in the Art Gallery task while the
animated eyes were applied to a floating cat in the Gaze Selection task
to align with their selection targets (Figure 2, Right).

3.3 Privacy Mechanisms

Raw Data Gaussian Noise

Temporal Downsampling

Weighted Smoothing

Fig. 3: Raw gaze data and privacy mechanisms using the tendril interface
as gaze shifts toward the top-right target.

State-of-the-art analysis of privacy-utility trade-offs for streamed
gaze data has identified Gaussian Noise (¢ = 1° and o = 3°as low
and high Gaussian Noise, respectively), Temporal Downsampling, and
Weighted Smoothing as the top-performing mechanisms for reducing
the risk of re-identification [53]. Figure 3 illustrates the three gaze
privacy mechanisms with the tendril interface to demonstrate their
influence on gaze data. Participants were randomly assigned privacy
mechanisms in a counter-balanced order after experiencing the raw



data trail in each VI block. Privacy mechanisms are applied to the gaze
samples X, to produce a perturbed sample X;, where 7 is the index of
the gaze sample. Gaze is represented within the eye-in-head coordinate
frame using spherical coordinates [23] that represent horizontal and
vertical gaze angles with a unit radius of one X;, = (6, Wy, 7, = 1). The
privacy mechanisms were implemented as follows:

Gaussian Noise: Previous research on low and high rates reduces
the re-identification rates to 40% (o = 1°) and 20% (o = 3°) [53].
Coordinates 6, y, of X,, are offset by noise randomly sampled from a
normal distribution with zero mean and a standard deviation of ¢ = 1.5°
to retain utility for target selection and ensures targets in the selection
task can be selected if fixated at the center even if there is up to 1° of
spatial error in the gaze signal [6].

X/ = (en +N(07G)7 an +N(O7G)1 1)

Temporal Downsampling: Gaze positions were only sampled once
every k = 30 samples (500 ms) with a re-identification rate of 21.8%
based on previous research [53].

If (n mod k = 0), then (X, = Xy), else (X, =X,_,)

Weighted Smoothing: The weighted average of the past B = 50
samples (833 ms) of raw gaze positions are used for the perturbed
gaze position. Based on prior research, this results in the lowest re-
identification rate (14.1%) while minimizing impact on utility [53].

Xn—+2Xny1-p) +3Xns2-8) +... + B(Xn)
X0

X, =

4 RESULTS

We present our study results across the dimensions of user experi-
ence (Sec. 4.1), privacy mechanism preferences (Sec. 4.2), attitudes to-
wards eye-tracking data collection (Sec. 4.3), sentiments towards shar-
ing eye-tracking data with different entities or purposes (Sec. 4.4), shar-
ing privacy-enhanced data (Sec. 4.5), and preferences towards how VIs
are deployed (Sec. 4.6).

For statistical analysis, we first tested each measure for normality
using a Kolmogorov-Smirnov (K-S) test. The collected data were
ordinal and captured through five-point Likert responses (presented
on a scale from 0 to 4). All data were determined to not be normally
distributed based on the K-S test (p < 0.05), except for the UEQ data
(p > 0.05). Our testing relied on comparisons between two groups
across one factor in all cases except the UEQ. The UEQ analysis
was applied to four groups comparing post-trial data from raw gaze
and the three privacy mechanism conditions. For all data besides
the UEQ, we relied on non-parametric Wilcoxon signed-rank testing
for paired comparisons and Wilcoxon rank-sum testing for unpaired
samples on between-task comparisons. For UEQ analysis, we applied
a one-way ANOVA across the four groups and further investigated
dimensions with significant differences using post-hoc t-tests with
Bonferroni correction. We also calculated effect size with a Friedman
Test on eye-tracking data attitudes and data-sharing sentiments and
report comparisons with a medium (0.3 < W < 0.5) or large (W > 0.5)
effect [29].

4.1 User Experience with Vis
4.1.1 Aggregate

Post-block analysis compared preferences between the VIs (Figure 4).
Results were consistent with VR findings [43]: the tendril VI was seen
as significantly more distracting (p < 0.05), while also being signifi-
cantly more useful (p < 0.001), exciting (p < 0.05), high quality (p <
0.05), informative (p < 0.001), and made users more aware of what
objects they were looking at(p < 0.001). Participants provided ex-
planations for their ratings and noted the real-time feedback from the
tendril helped them focus more precisely, specifically for Gaze Selec-
tion, which required accurate gaze pointing. Participants also made it
clear they found the tendril interface to be distracting in open-ended
prompts. One participant shared, “It was useful, but at times it made me

Visceral Interface Attitudes
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Fig. 4: Attitudes towards each VI. Significant differences are indicated
by * (p < 0.05) and ** (p < 0.001). Box and whisker plots show the
quartiles, medians (lines), and averages (Xs).

too aware of where I was looking, which could get distracting.” Despite
this, 63% of participants indicated a preference for the tendril interface
in the post-experiment survey. The 22% of participants who preferred
the eye icon justified their decision based on the lack of information
displayed directly where they were looking.

4.1.2 Between Task

Users who completed the Gaze Selection task preferred the tendril
(83%) more than users who completed the Art Gallery (60%). Par-
ticipants in the Gaze Selection task benefited from a visual indicator
for gaze-based target selection. Art Gallery participants were prone to
extraneous distraction from the tendril. Regardless, a majority of both
groups found the tendril distracting but still preferred it for its ability
to increase familiarity and understanding of eye-tracking data. For
Gaze Selection, the icon interface was implemented within a context-
relevant visual cue as opposed to the floating pair of eyeballs many
found discomforting in VR [43]. We did not find different responses
between the VIs by task, and we did not receive as strong of negative
responses as in the VR setting, perhaps due to the visibility of the cue
being reduced in AR when mixing light and colors from the real-world
with the peripheral cue [25].

4.2 Privacy Mechanism Preferences

To better understand how participants perceived the different privacy
mechanisms, we used the UEQ to measure 6 dimensions of user experi-
ence after each trial UEQ scores range from -3 (negative experience)
to +3 (positive experience). To make the results more accessible, we
present results with a translated scale range of 0 to 6. Scores above 3.8
are considered positive, indicating users generally liked or appreciated
the aspect of the system. Scores between 2.2 and 3.8 are considered
neutral, suggesting users had mixed feelings or were neither strongly
positive nor negative. Scores below 2.2 are negative, reflecting dissatis-
faction or challenges [34].

User Experience Questionnaire Comparison
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Fig. 5: Mean and standard error for UEQ dimensions across raw
data and privacy mechanisms. Significant differences were found
within Attractiveness, Perspicuity, Efficiency, and Dependability; and
are indicated by * (p < 0.05), ** (p < 0.01), and *** (p < .001).



4.2.1 Aggregate

Figure 5 presents the mean and standard deviations of UEQ scores
across each dimension for all gaze data conditions and all participants,
regardless of task. Gaussian scored the lowest on average. Smooth-
ing performed best in all dimensions besides Novelty. Significant
differences were identified within all dimensions besides Stimulation
and Novelty, showing the largest differences between Raw Data and
Gaussian Noise compared to Smoothing. Raw Data and Temporal
Downsampling had no significant differences and were rated similarly.
Qualitative feedback provided further insight.

Smoothing: Participants who preferred Smoothing emphasized its
usability and lack of distraction. One participant specifically said,
“Smoothing was less distracting and hurt my head a lot less than the oth-
ers.” It was generally perceived as the most consistent and trustworthy
privacy mechanism, with participants describing it as predictable and
less intrusive. It scored the highest in Attractiveness (4.7), Perspicuity
(5.1), and Efficiency (4.4), meaning users found it visually appealing,
easy to understand, and effective for completing tasks. Novelty (3.4)
was its weakest dimension, suggesting that while it was practical and
enjoyable, users did not find it particularly innovative or exciting.

Temporal Downsampling: For Temporal Downsampling, partic-
ipants appreciated that it provided minimal data exposure. As one
participant commented, “Temporal Downsampling made me feel the
safest because it shared the least amount of my eye data.” Two partici-
pants reported they felt it was distracting due to the latency it introduced.
Participants who felt safest with this mechanism said it gathered the
least amount of data “while still giving general area of data,” which
was an important trade-off to them.

Gaussian Noise: In contrast, those who preferred Gaussian Noise
viewed it as the most secure and the most challenging to use. One
participant said, “The sporadic nature of the Gaussian Noise made it
more difficult to pinpoint where I was looking, which made me feel
more secure.” It was viewed as less reliable in usability but more secure
for protecting user eye-tracking data. A participant explained, “I liked
that the [Gaussian Noise] mechanism kept my eye gaze data scrambled
so that you could never directly pinpoint the exact location I was looking
at.”” It received the lowest ratings for Attractiveness (2.9), Efficiency
(3.0), Dependability (2.8), and Stimulation (3.6). Interestingly, it scored
relatively well for Novelty as participants acknowledged its uniqueness
in protecting privacy.

Privacy Mechanism Preference

Art Gallery

Gaze Selection

All

0% 20% 40% 60% 80% 100%

ESmoothing M Gaussian Noise ~ B Temporal Downsampling B No Pref

Fig. 6: Privacy Mechanism Preferences.

Participants were also asked to choose one of the three privacy mech-
anisms (or no preference) that made them feel the safest in terms of
protecting their eye-tracking data at the end of the experiment. Fig-
ure 6 presents the distribution of preferences for all participants and
by task. The majority of participants (50%) indicated they felt safest
using Smoothing, followed by Gaussian Noise (24%) and Temporal
Downsampling (19%). One participant in each group expressed no
clear preference between the mechanisms.

Gaze Selection: UEQ Comparison
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Fig. 7: Mean and standard error for UEQ dimensions across Raw
Data and privacy mechanisms in the Gaze Selection task. Significant
difference was found between Attractiveness for Gaussian noise and
Smoothing, indicated by * (p < 0.05).
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Fig. 8: Mean and standard error for UEQ dimensions across Raw Data
and privacy mechanisms in the Art Gallery task. Significant differences
were found for Attractiveness, Perspicuity, and Dependability and are
indicated by * (p < 0.05) and ** (p < 0.01).

4.2.2 Within Task

Figures 7 and 8 present the UEQ results by task. Similar trends were
observed between the privacy mechanisms, with Smoothing scoring
highest, followed by Temporal Downsampling, and then Gaussian
noise, except for the Novelty dimension. The only significant differ-
ence within the Gaze Selection task data was the Attractiveness between
Gaussian and Smoothing (p < 0.05); the Art Gallery population had sig-
nificant differences between mechanisms in Attractiveness, Perspicuity,
and Dependability.

4.2.3 Between Task

Figure 6 shows the Gaze Selection task population had a more balanced
distribution of preferences for privacy mechanisms than the Art Gallery
population which overwhelmingly preferred the Smoothing mecha-
nism. We performed an independent samples t-test on the UEQ results
between each task population. Significant differences were found in
both the Temporal Downsampling and Smoothing mechanisms, specifi-
cally in the Attractiveness, Efficiency, and Dependability dimensions.
The Attractiveness and Dependability scores were lower for Down-
sampling and Smoothing within the Gaze Selection task, while the
Efficiency scores were lower in the Art Gallery task. This implies the
smoother data streams from these mechanisms interrupted the Gaze-
based Selection task less in comparison, while being less attractive in a
more visually cluttered and dynamic environment.

4.3 Attitudes Towards Eye Tracking

Attitudes towards eye tracking and applications were measured on a
five-point Likert scale (0: Strongly Disagree - 4: Strongly Agree).

4.3.1 Aggregate

Participants’ familiarity with, understanding of, willingness to share
(for benefits), and concerns (social, mental, physical, private) about
eye-tracking data were collected before and after the experiment. Partic-
ipants’ self-reported familiarity with and understanding of eye-tracking
data both increased significantly (p < 0.001) as the average ratings



(out of 4) increased from 2.4 to 3.0 for familiarity and 1.9 to 2.6 for
understanding. Effect size was measured as medium (W = 0.44) for
familiarity and large (W = 0.5) for understanding. Participants were
less consistent about their willingness to share data for benefits, as the
inner quartile ranges increased from 0.25 to 2, while the mean and
median were similar.

Privacy concerns remained high both before and after the experi-
ment, with 75% of participants rating Agree or Strongly Agree with the
statement, “I am concerned about eye-tracking technology in terms of
privacy.” When asked “I am concerned about eye-tracking technology
in terms of social acceptability” before the experiment, social accept-
ability (Soc Concern) had the lowest average score (1.70: Neutral—
Disagree). Privacy was the greatest concern with the highest average
score (3.30: Agree—Strongly Agree), reflecting unease about data col-
lection. Users reported learning more about eye-tracking data while
the severity of their concerns (social, mental, physical, and private)
remained similar.

Eye-Tracking Data Attitudes
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Fig. 9: Attitudes towards eye-tracking data collection between pre and
post-experiment surveys and by task. Box and whisker plots present
the quartiles, medians (lines), and averages (Xs). Significant differences
were found for Familiarity, Understanding, and Mental Concern and are
indicated by a * (p < 0.05) and *** (p < 0.001).

4.3.2 Between Task

Participants in the Gaze Selection task had higher mental concerns
(p < 0.05), with a median of 3 (Agree) compared to a median of 2
(neutral). In addition, the change in mean rating of familiarity and
understanding before and after the experiment for those who completed
the Gaze Selection task was significant (p < 0.05). All participants were
more likely to report their perceived familiarity with and understanding
of eye-tracking technology. The effect size was medium for both
familiarity (W = 0.31) and understanding (W = 0.44) for those who
experienced the Art Gallery task. A large effect size at W = 0.56
was measured for the Gaze Selection task for both familiarity and
understanding.

4.4 Data-Sharing Sentiments

Participants were asked about their willingness to share eye-tracking
data before and after completing the experiment.
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Figures 10 and 11 present the data-sharing sentiments for specific pur-
poses and entities, respectively. No significant differences were found
between pre and post-experiment data-sharing sentiments.

Most participants disagreed with the idea of sharing their eye-
tracking data to analyze shopping behavior or identify interests for
targeted advertisements (medians of 1 or lower). However, participants
were more receptive to sharing data for purposes that could benefit them
directly, including enabling hands-free interaction (median: 3), improv-
ing user interfaces (median: 3), or monitoring stress levels (median: 4).
In general, post-experiment scores were comparable or lower, except
for tracking related to habits (activity tracking or lifelogging) which
increased from neutral to slightly positive.

Aggregate

When asked about willingness to share data with specific entities or
classifications of entities (general, government health agencies, etc.),
the ratings between pre-experiment and post-experiment ratings re-
mained generally the same. Additional variance was introduced in the
post-experiment survey for sharing data with employers and to support
features of XR applications. In general, participants were less willing
to share data with entities that may be seen as holding the most power
in their lives or private interests, such as the government, businesses,
and employers. Overall, there were no significant differences in all
data-sharing sentiments between the pre and post-experiment surveys.

Data Sharing Sentiment (Purposes)
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Fig. 10: Data-sharing sentiments for purposes. Box and whisker plots
present the quartiles, medians (lines), and averages (Xs).
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Fig. 11: Data-sharing sentiments for entities. Box and whisker plots
present the quartiles, medians (lines), and averages (Xs).

4.4.2 Between Task

We compared responses for willingness to share data between the Gaze
Selection and Art Gallery tasks and found no significant differences
across purposes or entities.

4.5 Sharing Privacy-Enhanced Data

Participants were asked in the post-experiment survey to select any of
the data conditions (Raw, Gaussian, Temporal Downsampling, Smooth-
ing) they would be comfortable sharing. We found 47% of our partici-
pants still felt comfortable sharing Raw Data after experiencing VIs and
privacy mechanisms. This is interesting given how strong responses
were for concerns about eye-data privacy (Figure 9) from the post-block
surveys. We hypothesize that while participants are concerned about
privacy, the utility of gaze data outweighs it, as there is still a lack
of awareness of how their data will be used to violate privacy for re-
identification, ad targeting, and detecting sexual orientation or medical



conditions. The post-experiment data showed participants were more
comfortable sharing data if privacy mechanisms were applied with 76%
feeling comfortable with Gaussian Noise, 74% comfortable sharing
data with Temporal Downsampling applied, and 70% with Smoothing.

4.6 Deployment of Interfaces

In the post-experiment survey, participants rated their agreement (from
0 to 4) recommending VIs be deployed in the following ways: used
before running eye tracking, made available, enabled by default, and
required by law. We found 64.7% of participants agreed VIs should
be enabled by default. Furthermore, 94.1% of all participants agreed
that VIs should be available and tried out before enabling eye-tracking
applications. Generally, users agreed VIs be tried out before enabling
eye tracking and available, with some agreement 70.5% they be legally
required or enabled by default for applications using eye-tracking data.

Participants thoughts on VI deployment were collected at the end
of each block. The post-block responses for whether the VI should
be enabled by default or provided as an option are shown in Figure 4,
with significant differences between VI type (p < 0.05 and p < 0.001,
respectively). This effect implies the interface type played a role in
deployment preferences, with tendril being preferred.

5 DiscussioN

Our research goals were to explore how users perceive gaze-based VIs
in AR applications and their preference for deployment. We evaluated
VIs across two tasks to provide additional insights beyond free-viewing
that was explored in existing work [43]. Additionally, we evaluated
three privacy mechanisms to understand the trade-off between user
experience and willingness to share data after privacy mechanisms are
applied.

5.1

Overall, we found 94.1% of participants (N = 32) supported making VIs
available, with 64.7% of participants (N = 22) agreeing AR platforms
should enable interfaces by default for all users. This diverges from
existing findings in VR in which participants supported having access to
VIs but indicated they should be controllable, with negative responses
to them being enabled by default [43]. Participants were slightly less
enthusiastic about requiring VIs to be provided by law, with 70% (N
= 24) agreeing. The general trend was that users value transparency
and control when it comes to managing and understanding their eye-
tracking data. The strong preference for pre-use deployment supports
existing results that suggest VIs are best suited to on-boarding new users
or educating policymakers or advocates who are new to eye-tracking
technology [43].

Our findings also highlight the need to consider the expanded contex-
tual and social dimensions of AR. The availability of privacy awareness
for AR sensors has a stronger impact than niche VR use cases, as these
devices have the potential to be worn and used continuously in everyday
settings [40].

Value of Visceral Interfaces

5.2 Privacy Mechanisms

Our study connects visceral notice with that of privacy mechanisms
to inform users about the data-level privacy offered by mechanisms
and experience the trade-off with data utility within the Gaze Selection
task. We found that the privacy impact of mechanisms in quantitative
studies did not necessarily correlate with what users found made them
feel the most secure. For example, the same amount of participants
rated feeling most secure using Temporal Downsampling and Gaussian
Noise (21.2%) in the Post-Experiment survey, whereas prior research
suggests Temporal Downsampling is much less effective at protecting
privacy in the context of re-identification [20,53].

We note the importance of understanding the relationships between
interfaces and mechanisms within the context of AR applications. The
ability to use VIs to experience privacy mechanisms provides the oppor-
tunity for co-design by developing new VIs and integrating subjective
feedback from users while exploring new privacy mechanisms.

5.3 Implications on Data Sharing

An interesting result of our study was that nearly half (47%) of par-
ticipants indicated they were comfortable sharing Raw Data in the
post-experiment survey. This seems to contradict the data showing
participants mostly agreed with having privacy concerns about eye-
tracking data (Figure 9) and clear trends in their unwillingness to share
data with certain entities (Figure 11). As indicated in Figure 10, partici-
pants see clear benefits to sharing eye-tracking data for certain applica-
tions, including features of XR applications and to support developers.
When making a single decision to share data or not, participants felt
the benefits outweighed the risks. While the presentation on privacy
mechanisms explained possible privacy risks from sharing data, partici-
pants were not equipped with the context for how gaze data specifically
could be used for these inferences and the current state-of-the-art per-
formance of privacy attacks. Additional information about how the data
is processed by applications is not made clear to the user. Participants
were not equipped to be able to define a threshold for how much detail
is too much. This result motivates us to explore broader data collection
scenarios when deploying VIs and to develop novel VIs that leverage
the visceral notice dimension of showing to relay information about
how data is processed [12,48].

5.4 Design Implications

VI Availability: Users agreed VIs should be implemented such that
they should be available to AR users and tried before enabling eye track-
ing. Most users agreed VIs should be legally required to be available in
AR apps and enabled in AR apps by default. This recommendation is
consistent with the current data transparency policy for the Magic Leap
2 that requires a visual indicator to signify when applications collect
any form of eye-tracking data [35]. Users wish to have access to VIs
in their applications and control when the interfaces are enabled. In
contrast, VR users indicated they wanted access to VIs but strongly
indicated they did not want them enabled by default [43]. Open-sourced
access will be made available for both AR VIs for future evaluations
and AR deployments.

User-Preferred VI: There was a preference for the tendril interface
over the eye icon within and between tasks in an AR setting consistent
with existing VR results [43]. Users expressed the tendril was distract-
ing but seemed more concerned with the lack of information relayed
by the eye icons. Our AR adaptation for the Gaze Selection task made
the icon interface less creepy by embodying it within a contextually
relevant cat body, though this did not impact preference ratings of the
interface. Users expressed the icons do not offer as much information
as the tendril interface, which was more important for Gaze Selection
as it assisted in task performance. We note the tendril could be made
less distracting by highlighting fixations or modulating transparency
based on dwell time on task-relevant objects or regions.

Privacy Mechanisms: Designing effective privacy mechanisms
for AR requires solutions that balance privacy protection with utility.
Smoothing was the most preferred mechanism, with high UEQ scores
in all dimensions except Novelty. Gaussian noise provided a greater
sense of security but significantly lower UEQ scores. Prior work has
established that Weighted Smoothing outperforms Gaussian Noise in
terms of lower re-identification rates [20, 53]. Additionally, Gaussian
Noise is susceptible to mitigation by identifying the noise parameter and
filtering the signal to reconstruct raw data while Smoothing is resistant
to this kind of attack. This result suggests additional work is needed
to align subjective perceptions of mechanisms with the quantitative
impact on user privacy.

Task Dependence: User preferences for privacy mechanisms were
influenced by the nature of the AR task and environment (Figures 6— 8).
These between-task differences show the type of activity influenced
user preferences towards privacy mechanisms. For Gaze Selection,
the Gaussian Noise with a standard deviation of 1.5° was not large
enough to make the task more difficult, though if a larger amount of
noise was used, we expect a strong shift in preferences based on the
perceived utility of the data. Certain interfaces align better with certain
tasks. Generally, tendril dominated user preferences for both tasks.
Participants in the Art Gallery task (60% Tendril; 33% Icons; 7% no



preference) observed a higher appreciation for the icon interface than
their Gaze Select peers (83% tendril; 17%).

5.5 Limitations

Our sample had diverse ethnicities, but may not fully represent the
broader population, such as older age groups. People with different
backgrounds may have unique challenges related to understanding AR
technology, eye-tracking sensor data, and the role of privacy mecha-
nisms in data sharing. Although the two AR tasks represent active and
passive gaze applications, they do not cover the entire range of contexts
where eye tracking is applied in AR, such as training, remote assistance,
or collaboration. There may be discrepancies when comparing the data
collected for the icon condition between tasks as the Gaze Selection task
rendered the icon within the task-context using a cat compared to dis-
embodied eyes in the Art Gallery. Mentioning privacy at the start of the
study can lead to a priming effect on participants’ survey responses. We
administered pre-experiment surveys after explaining the role of privacy
mechanisms to ensure any shift in attitudes was captured before expe-
riencing VIs for direct comparison. The field of IoT and XR privacy
and security has studies with [4,45] and without [14, 15,36] priming.
These XR studies provide conflicting results on whether or not priming
presents confounds including instances where participants realized the
research groups’ focus on privacy and security. Describing the role of
privacy mechanisms was critical in our study to provide participants
with a common understanding before the experiment, given our interest
in evaluating the subjective perception of different privacy mechanism
visualizations. Most of our results demonstrated small effect sizes;
further research should be conducted to measure the long-term impact
of experiencing visualizations of privacy-preserving mechanisms. Our
participants were not experts in privacy or law. Therefore, the data
should be viewed as a general takeaway from XR consumers.

5.6 Future Work

Future studies could incorporate more longitudinal data collections,
such as observing how users interact with eye-tracking technology when
VIs are present over long periods of time while using readily available
applications. We are interested in studying user behavior in enabling
or disabling VIs as they navigate new applications or environments
over time and gain an increased understanding of their gaze data in
different contexts. We see immense potential for these insights when
considering nudging-based visceral interfaces for everyday AR [3].
There are clear steps to explore additional visualization approaches
beyond the tendril and icon methods seen in existing work; including
leveraging additional ideas from the initial discussion of VIs for XR
gaze data [48] and in particular those tuned to provide notice about
privacy mechanisms. For example, a slider tool could be integrated
into the privacy mechanism selection process, allowing users to adjust
the strength of privacy protection to record their preferred parameter
values. We intend to explore individualized preferences to enable a
deeper analysis of how human perceptions align with privacy-utility
trade-offs.

Last, we are motivated by the finding that nearly half of the par-
ticipants still felt comfortable sharing raw gaze data despite privacy
concerns to develop novel VIs better suited to AR environments and
explore the Showing dimension of visceral notice [12,48]. Existing
studies of gaze-based VIs neglected this dimension; we see an opportu-
nity to develop VIs in the evolving space of everyday AR supported by
contextual Al [16, 17]: the integration of Gemini Al with Google AR
glasses [24] and the integration of low-power eye tracking into Sesame
conversational Al glasses [33]. We envision a VI that surfaces notifica-
tions about current inferences from Al systems and what behavior led
to them, as well as relaying information explaining how they are used
by Al assistants [49, 54]. This type of interface would better inform
users about how gaze data is linked to specific privacy risks, and it is
critical as it fits the compelling use-case of ubiquitous head-worn AR
devices.

6 CONCLUSION

AR technology has the potential to become a ubiquitous technology that
enhances users’ interactions at work, school, and home. However, the
increased reliance on eye-tracking data to support critical applications
has the potential to force the technology onto a large user base that
does not understand the privacy implications. We explored two VIs
for increasing privacy awareness towards eye-tracking data in AR
settings and evaluated three privacy mechanisms to understand users’
perceived privacy, comfort, and preferences. Users appreciated the
utility of VIs and recommended that these tools be made available in
AR apps. Our findings suggest clear privacy concerns for eye-tracking
data and preferences for the Weighted Smoothing privacy mechanism.
However, nearly half of our participants were still willing to share
raw gaze data, seeming to weigh utility above privacy. This motivates
a critical need to develop techniques capable of linking gaze data
with the relevant privacy risks and establishing the standard use of
privacy mechanisms. Our paper establishes connections between the
implementation of VIs and privacy mechanisms and their potential to
serve as tools that empower individual users to maintain autonomy over
their privacy for emerging XR technologies.

SUPPLEMENTAL MATERIALS

Our supplemental materials and codebase will be made publicly avail-
ableathttps://bmdj-vt.github.io/project_pages/privacy_
notice.
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