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Abstract—While eye tracking provides valuable capabilities for
virtual reality, such as gaze interaction and dynamic foveated
rendering (DFR), eye-tracking data can inadvertently reveal
sensitive user information if not properly protected. Current
protections, such as adding permission prompts or gatekeeping
gaze data, are insufficient on DFR-enabled systems because
gaze data is used internally to drive DFR. When DFR is
implemented, objects in the fovea (i.e., immediate gaze area)
incur a higher GPU workload than those in the periphery. This
gaze-contingent workload creates a novel side channel, which
can be leveraged to reconstruct gaze positions. Specifically, we
design a novel attack that sweeps imperceptible high-cost ob-
jects (HCOs) across the user’s field of view and logs rendering
performance metrics (e.g., frame rate or frame time) commonly
exposed through standard game engines. Then, we correlate
variation in these metrics (caused by HCO-foveal overlap) with
the known HCOs’ positions to infer gaze coordinates directly
without using eye-tracking APIs. Our experimental results
show that mean gaze prediction errors (1.1–4.4 degrees) across
the Meta Quest Pro, Varjo XR-4, and desktop platforms are
comparable to typical eye-tracker accuracy. We demonstrate
that the attack generalizes across various hardware platforms,
standard game engines, and foveated rendering pipelines. Fi-
nally, we design defense mechanisms based on supervised and
unsupervised detectors that can flag the attack reliably (F1 of
0.99) over short time windows.

1. Introduction

Virtual reality (VR) headsets are increasingly being used
in a wide array of domains such as entertainment [1],
education [2], training [3], and military [4]. Many modern
headsets now include eye tracking to enable features such
as gaze-interface control [5], user intent modeling [6], [7],
and dynamic foveated rendering (DFR) [8].

Eye tracking provides valuable capabilities for VR but
can inadvertently leak sensitive user information if not
protected [9]. Prior work shows that eye movements reveal
medical conditions, cognitive and emotional states, and per-
sonality traits [9], [10], [11]. They have also been exploited
for manipulation and behavioral targeting [12], [13], used
to profile users for advertising [14], and linked to greater
phishing susceptibility [15]. While many of these risks rely

on high-rate gaze streams, even low-rate gaze can support
inference of cognitive load and personal preferences [9],
[16]. Generally, low-rate gaze data reveals which objects
and regions receive sustained user attention over time; con-
sequently, it remains sensitive even when coarse. Therefore,
ensuring the security of eye-tracking data is critical.

Modern VR headsets expose eye tracking to applications
at different levels of detail: some provide continuous raw
gaze streams, while others restrict apps to coarse, heavily
processed data, or disable eye-tracking Application Pro-
gramming Interfaces (APIs) entirely. Prior work has pro-
posed defenses that regulate these channels using permission
prompts, gatekeeper-style APIs, or injected noise [17], [18],
[19], [20]. However, all of these mechanisms treat gaze as
an explicit data channel that an app requests directly.

We revisit this eye-tracking access landscape and show
that even when eye-tracking APIs are restricted or disabled,
gaze can still leak through rendering behavior indirectly.
Specifically, we show that as long as a system (i) uses gaze
internally for DFR and (ii) exposes rendering performance
metrics (e.g., frame rate or frame time) to apps, a malicious
app can infer gaze by exploiting how DFR affects GPU
workload and, in turn, app-accessible performance metrics.
We show that a novel side-channel attack can circumvent
existing protections by exploiting DFR-induced variation in
rendering to infer privacy-relevant gaze information.

We target DFR, a common GPU optimization technique
that renders a user’s foveal region at a higher shading rate
and the periphery at a lower rate [21], [22], [23] (see details
in Sec. 2.2). These spatially varying shading rates create
a correlation: rendering a given object incurs more GPU
work when it falls in the fovea than in the periphery. When
an object moves relative to gaze, this location-dependent
workload produces measurable variation in app-accessible
performance metrics (e.g., frame rate or frame time). By
controlling high-cost object (HCO) movement, we leverage
this effect to infer gaze. As illustrated in Fig. 1, introducing
a fully transparent HCO that sweeps across the user’s field of
view (FOV) creates synchronized variation in these metrics
when the HCO overlaps the fovea. By logging an affected
rendering performance metric and correlating its variation
with the HCO’s position over time, we infer time-stamped
gaze coordinates without accessing raw eye-tracking data.

In VR apps, such leakage could reveal which avatars,
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Figure 1. Frame rate drops as a high-cost object (HCO) moves across the
foveal region. The drop tracks increasing HCO-foveal overlap; the dashed
green line marks the time of maximum overlap.

prompts, advertisements, or other scene elements repeatedly
receive a user’s attention, even without explicit interaction.
For example, a social VR lobby app could present politi-
cally, medically, or personally sensitive cues and use inferred
gaze fixations (or avoidance patterns) to profile user interests
or mental state, enabling targeted advertising or phishing
even without eye-tracking permissions. One example tied to
user interests is financial harm: if cues related to debt relief
or short-term loans elicit disproportionately longer fixations
or a higher fixation frequency compared to other stimuli, the
app could infer that the user has financial concerns and then
target the user with advertisements for financial services.
A second example, tied to mental state, is a health-related
harm: if dieting or rapid-weight-loss cues elicit similar
aberrant fixation behavior, the app could infer heightened
body-image concern or distress and use that signal to target
the user with personalized advertisements.

However, realizing this novel attack and achieving high-
accuracy gaze inference poses three interrelated challenges:

(C1) Designing imperceptible but high-impact scan
HCOs. The scan object must add enough GPU work in
the foveal region to produce a measurable change in app-
accessible performance metrics, yet keep the experience
smooth and the attack imperceptible to the user (i.e., no vis-
ible artifacts, judder, or input lag). If the object is too costly
to render, frame-rate dips and stutter expose the attack; if
it is not costly enough, the resulting variation is buried in
background noise and inference accuracy collapses. HCO
scan time introduces a three-way tradeoff between (i) how
frequently the attacker can obtain gaze estimates, (ii) how
many metric samples are available per scan to average out
noise and provide finer HCO positions per frame, and (iii)
how far the user’s gaze can move while the HCO traverses
the FOV. Shorter scan times yield more frequent estimates
than longer scan times but fewer frames per scan, and
thus unstable position estimates; longer scan times provide
more samples and denser coverage, but less frequent gaze
estimates and increased chance that gaze shifts during the
scan and blurs the inferred location. Selecting scan geometry
and timing is therefore a complex part of HCO design and
directly affects the feasibility of the next two challenges.

(C2) Extracting workload variation under dynamic
rendering conditions. Even with a tuned HCO, per-frame

performance metrics are noisy and time-varying due to back-
ground load, head motion, animation, and asynchronous VR
scheduling. The attacker must recover a weak latency-shifted
workload pattern caused by HCO-foveal overlap (Fig. 1),
suppress confounds and false positives from unrelated scene
changes, and convert that pattern into an accurate estimate
of the HCO angle at the time of maximum overlap. In short,
while (C1) governs strength of induced workload variation,
(C2) focuses on isolating that variation and mapping it to
time-stamped gaze coordinates.

(C3) Generalizing the attack across hardware plat-
forms, game engines, and foveation pipelines. Portability
further complicates extracting workload variation. Across
game engines and hardware platforms, both the behavior
of the available metrics and the point at which they are
sampled in the rendering pipeline differ. Gaze-contingent
foveation may be managed internally, such as with hard-
ware Variable Rate Shading (VRS), or implemented at the
application level through shading-rate maps or eye-tracked
view configurations. These platform- and runtime-level con-
figurations affect (i) whether increased HCO-foveal overlap
produces a dip or a peak in the metric, (ii) the latency of
the metric response relative to the overlap, (iii) the effective
sampling rate and stability of the logged metrics, and (iv)
the coordinate mapping from screen space to scan angle.
Consequently, the attacker needs an inference pipeline that
is robust to such platform-specific differences and can be re-
tuned with lightweight calibration, rather than reengineered
from scratch for each engine-platform configuration.

To that end, we introduce a practical attack that re-
constructs gaze data from DFR-induced workload variation
without eye-tracking APIs or privileged access, demonstrate
cross-platform generalization, and provide lightweight de-
tectors. Our main contributions are three-fold:

Foveated-rendering side-channel attack. We identify
and exploit a new gaze-leakage side channel unique to
DFR: transparent HCOs scanned across the FOV increase
GPU workload when they pass through the foveal region,
exposing gaze position through app-accessible performance
metrics. We design a radar-inspired, scan-based attack that
uses imperceptible HCOs, sequential horizontal and vertical
scans with controlled scan times, simple smoothing, ex-
tremum (a local maximum or minimum, depending on per-
formance metric) detection on smoothed data, and calibrated
offsets to convert metric traces into gaze estimates without
eye-tracking APIs or privileged access. This combination of
HCO design, scan scheduling, and metric processing yields
a practical, unprivileged attack that addresses (C1) on HCO
design and scan scheduling as well as (C2) on extracting
workload variation from noisy metrics in VR.

Cross-platform evaluation in VR and desktop set-
tings. We evaluate the same attack on three representa-
tive platforms: two head-mounted displays, Meta Quest Pro
(MQP) (stand-alone; Unity) and Varjo XR-4 (PC-tethered;
Unreal), and a desktop setting (Godot). The mean angular
errors (X and Y) are 4.36◦ and 2.88◦ on MQP, 3.98◦ and
3.24◦ on XR-4, and 1.23◦ and 0.96◦ on the desktop. These
results are comparable to typical VR eye-tracker accuracy



(2–3◦) [24], which demonstrates generalization across game
engines and foveation pipelines, addressing (C3).

Lightweight attack detection. We propose and evaluate
simple supervised (logistic regression) and unsupervised
(K-means) detectors that identify scanning behavior from
short windows of performance metric statistics. On desktop,
logistic regression trained on labeled data achieves an F1
of 0.93, while a label-free K-means model reaches an F1
of 0.99 once the detection window meets or exceeds the
scan time. The same configuration generalizes well to VR.
The detectors use features distinct from the attack pipeline
(e.g., standard deviation and an outlier proportion rather
than extrema timing), making runtime screening practical.
We also discuss how adaptive scan strategies could reduce
detectability, and directions for hardening such defenses.

2. Background

We briefly review three foundations for this work: pri-
vacy risks of eye-tracking data, how DFR optimizes display
quality and performance, and how rendering performance
metrics can inadvertently leak information via side channels.

2.1. Privacy Risks of Eye-Tracking Data

Eye-tracking data enable many useful features, but can
also expose sensitive information [17], [25]. The growing
deployment of eye tracking in VR has led the community
to scrutinize the privacy implications of collecting and using
gaze data in immersive environments [9], [11], [26].

Gaze data comprise fixations (low velocity) and rapid
movements (e.g., saccades, smooth pursuits, and microsac-
cades) [27]. Both categories of eye movements can be
used for authentication [28], re-identification [17], [29], and
to reveal personal and demographic attributes about the
user [9], [10]. Fixation-based features, in particular, support
a wide range of inferences (see Table 1) and can be reliably
extracted from gaze data even at low sampling rates [30].
Longer fixations are typically interpreted as reflecting deeper
cognitive processing of the fixated content, so identifying
when and where they occur can reveal which regions of
a scene receive sustained visual attention [16]. While all
studies in Table 1 analyze privacy risks of gaze data from
non-immersive settings, these risks generalize to eye move-
ments broadly and remain relevant to gaze data in VR,
since fixation patterns in both settings arise from the same
fundamental processes of visual attention and cognition.

Recent work further shows that eye movements and
other behavioral signals collected in VR can enable user
identification and profiling. For example, BehaVR demon-
strates that combinations of VR sensor streams, including
eye gaze, can uniquely identify users based on behavioral
interaction patterns [31]. Similarly, Aziz et al. show that
gaze and motion data can enable user re-identification in
VR and that privacy protections applied to only a subset of
sensor streams may still leave users exposed through other
available signals [32]. These findings suggest that recovering

TABLE 1. INFERENCES FROM FIXATION DATA IN PRIOR WORK.

Information Inferred from Fixations
Cognitive load and mental workload [33], [34], [35], [36], [37]
Personality traits (e.g., Big Five traits) [38], [39]
Emotional responses and affective states [33], [40], [41], [42]
Neurological conditions [33], [43], [44]
Preferences and interests [45], [46], [47]
Cultural affiliations [36], [40]

gaze information, even indirectly through side channels, can
materially increase privacy risks in immersive environments.

Prior work has proposed privacy mechanisms that either
regulate access to eye-tracking data [17] or add noise to pro-
tect the gaze stream [18], [19], [20]. These mechanisms as-
sume that gaze is requested directly from the eye tracker via
an API and focus on controlling or perturbing that specific
stream. They do not address the possibility that gaze could
be inferred indirectly from other app-accessible signals such
as performance metrics affected by gaze-contingent render-
ing load. Our work empirically demonstrates that such a side
channel exists under typical DFR pipelines, indicating that
protecting gaze-data access alone is insufficient to mitigate
gaze-based privacy risks.

2.2. Foveated Rendering

Human foveal vision spans about 6◦ around one’s gaze
position [48]. Visual acuity drops steeply with eccentricity
as cone density falls off in the periphery [49]. Thus, only
a small region of a display can be viewed in high detail at
one time, while display resolution can be much lower in the
periphery without any perceived differences [21].

Foveated rendering leverages this limitation of the hu-
man vision system to optimize GPU performance by ren-
dering only the foveal region in high resolution, while the
periphery is rendered at a lower resolution. This reduces
rendering time while preserving perceived quality, which is
critical for VR headsets that must sustain high frame rates to
avoid simulator sickness [50], [51], [52]. Wang et al. show
that 90 FPS is an important threshold to meet or exceed
to reduce simulator sickness in headsets [50], and utilizing
DFR makes it easier to achieve this target frame rate.

Foveated rendering is typically implemented using VRS
where the GPU varies the resolution of pixel groups across
the display [8]. The resolution or shading rate is specified
using a texture map and allows the GPU to assign one
color to an entire group of pixels. Fig. 2 illustrates high,
medium, and low detail regions corresponding to the foveal,
perifoveal, and peripheral regions specified in the texture
map. DFR maintains a high-detail foveal region that follows
the user’s gaze by frequently updating this texture map with
eye-tracking data [53]. Since shading rate directly affects
GPU workload, rendering an object in the foveal region
rather than the periphery incurs greater GPU cost. As a
result, certain performance metrics (e.g., frame rate or frame
time) reflect a higher rendering load when content appears
near the user’s gaze.



Foveal Region: High Detail

Perifoveal Region: Medium Detail

Periphery (Everything Else): 
Low Detail

VRS 
Texture Map 

Figure 2. An example of a VRS texture map used for DFR. The foveal and
accompanying perifoveal regions dynamically shift based on eye-tracking
data, optimizing GPU resources to render the user’s gaze area with the
highest level of detail.

2.3. GPU Side-Channel Attacks

Game and VR app developers use performance metrics
to profile and optimize system performance. Profiler APIs
provide access to hardware metrics and pipeline statistics
such as memory allocation, vertex count, thread usage,
and frame rate to ensure experiences run efficiently across
rendering systems [52], [54]. Although intended for debug-
ging and optimization, these metrics in VR can reflect user
behavior and leak behavioral signals to third-party apps,
making them a natural target for side-channel attacks [52].

Prior work has demonstrated a wide range of GPU side-
channel exploitation in desktop settings, such as identify-
ing running apps [55], estimating user inputs [52], [56],
inferring website activity [57], and even recovering encryp-
tion keys [55]. In immersive settings such as VR, GPU
metrics have been used to infer gesture input and detect
nearby bystanders [52]. To our knowledge, no research has
explored side-channel attacks targeting DFR to reconstruct
time-stamped gaze coordinates via performance metrics.

3. Threat Model

This section defines a threat model that describes the at-
tacker’s objective, capabilities, and system assumptions. We
assume that the attacker is motivated to obtain gaze informa-
tion from an arbitrary VR user to perform re-identification
or profiling. Profiling information puts the user at risk for
manipulative personalization [12], [58] and could support
targeted advertisements or otherwise financially benefit the
attacker [59], [60], [61].

3.1. Attacker’s Objective and Capabilities

A user discovers the attacker’s third-party VR app in
a commercial app store and installs it. The app passes
review because it behaves like an ordinary game, and the
attack logic uses only standard engine features (e.g., trans-
parent meshes and frame-level profiling APIs). In some

App store

Session data log
(Offline)

App Session

App logs:
Time, Perf. Metrics, 
and HCO Position

Correlate HCO positions with 
times of metric fluctuation

Inferred gaze 
positions over time

Figure 3. Threat model: An attacker-controlled app logs performance met-
rics and HCO positions at each frame, then correlates metric fluctuations
with HCO positions to infer the user’s time-stamped gaze coordinates,
without direct access to eye-tracking data.

ecosystems, such as Meta App Lab, the attacker could also
distribute the app through channels with even lighter review
requirements than the commercial app stores [62].

After starting the app session, the app behaves as adver-
tised in the store (e.g., a VR game), while code in the app
periodically renders HCOs in the active scene and samples
a performance metric (e.g., frame rate or frame time) ex-
posed by the game engine. The app logs the metric value
and the HCO’s position each frame. After the session, the
attacker correlates metric fluctuations with HCO positions
to reconstruct time-stamped gaze coordinates (see Fig. 3).

Goal. The attacker aims to infer a time series of the
user’s gaze coordinates during ordinary play without using
eye-tracking APIs or privileged access.

Capabilities. The attacker controls all assets and logic
in the app: the app can place, animate, and set the com-
plexity of the HCOs; the app can also read per-frame
performance metrics commonly available via game engine
APIs intended for performance tuning [52]. The attacker
needs only standard 3D development skills with common
game engines (e.g., Unity, Unreal, or Godot) and XR SDKs
(e.g., OpenXR).

Scope. All scanning and measurements occur within
the attacker’s foreground app. The app does not overlay or
inspect other apps and does not access system-level eye-
tracking streams. In our experiments, we log ground-truth
gaze via the headset SDK solely for calibrating spatial
offsets before app deployment, and for offline evaluation;
the attack pipeline itself operates only on the performance
metrics and known HCO positions. We do not implement
downstream profiling inferences on the reconstructed gaze;
instead, we refer to prior work showing that fixation-level
gaze features and upsampled gaze trajectories can support
such inferences [9], [10], [11], [16], [63].

3.2. System Assumptions and Attack Surface

We assume the target device is a VR headset that
supports DFR as in modern systems such as the MQP,
Apple Vision Pro (AVP), and Varjo XR-4. Real-time gaze



TABLE 2. APP-ACCESSIBLE EYE-TRACKING AND
PERFORMANCE-METRIC ACCESS ON REPRESENTATIVE VR HEADSETS.

Headset App consent
for DFR

Gaze
API

Data
granularity

Perf. metric
collection

Meta Quest Pro Yes Yes Raw Allowed
Varjo XR-4 No Yes Raw Allowed
Apple Vision Pro No No N/A Allowed
Samsung Galaxy XR Yes Yes Coarse/Fine1 Allowed

coordinates are used internally by the headset to direct GPU
resources so the fovea is rendered at higher detail using
VRS [21] or other DFR approaches [23], [64], [65].

Table 2 summarizes representative headsets and the
range of eye-tracking access models exposed to apps. MQP
and Varjo XR-4 provide relatively raw gaze streams (gated
by permission prompts or system configuration) while still
using gaze internally for DFR. AVP, in contrast, does not ex-
pose continuous gaze to apps; instead, it shares only event-
level eye-based interaction (e.g., which element is selected)
while using raw gaze data internally for interaction and
DFR [66]. Galaxy XR adopts an intermediate, gatekeeper
style in which apps request coarse or fine eye-tracking
permissions, with DFR requiring fine access [67].

In our threat model, we focus on the stricter case in
which raw eye-tracking streams are restricted or not exposed
to third-party apps, while the same gaze signal still drives
DFR and standard per-frame performance metrics remain
accessible [66]. Among current devices, AVP exemplifies
this restricted case. We use MQP and Varjo XR-4 as exper-
imental platforms representative of standalone and tethered
systems that support DFR and permit ground-truth gaze
logging for offline evaluation. However, the attack relies
only on performance metrics in a deployment scenario.

The attack surface consists of two elements: gaze-
contingent foveation and app-accessible per-frame perfor-
mance metrics. Thus, the attack is feasible whenever DFR
is enabled, and the malicious app can observe performance
metrics affected by DFR. As HCOs periodically sweep
across the user’s FOV and pass through the foveal region,
they induce detectable GPU load variation in certain perfor-
mance metrics. The attacker treats DFR as a black box: they
do not observe gaze or shading rates directly, only the effect
of gaze-contingent shading on certain performance metrics.

Finally, we assume that scan times are on the order
of hundreds of milliseconds. In our experiments, we use
scan windows of up to 500 ms because, at typical VR
frame rates (60–200 FPS), this provides enough samples
per scan to localize the workload extremum while keeping
the scan short relative to typical visual fixation durations.
Note that 500 ms is not a strict requirement for the attack:
the usable scan time depends on factors such as frame rate
and performance metric noise. We therefore treat 500 ms
as a practical operating point rather than a minimum or
maximum bound. This temporal resolution is sufficient to

1. “Fine” is the term Samsung uses for precise gaze comparable to
“Raw” on other headsets.

demonstrate that a malicious app can reconstruct gaze co-
ordinates from performance metrics. We discuss the privacy
implications of such inferred gaze data in Sec. 9. This threat
model reflects realistic developer capabilities and a low
barrier to distribution, making the attack a credible threat.

4. System Design
This section describes how the attack induces controlled

GPU-workload variation via gaze-contingent foveation and
converts app-accessible performance metrics into gaze esti-
mates. We first present the key idea and motivation, then the
system architecture and workflow, followed by HCO design
and scan logic, and conclude with the inference pipeline.

4.1. Key Insight and Design Motivation

Our system induces controlled variation in GPU work-
load via DFR and exploits the resulting app-accessible per-
formance metric side channel (e.g., frame rate or frame time)
to infer gaze without calling eye-tracking APIs. When an
HCO overlaps the foveal region, rendering cost increases
and produces a localized variation in the side-channel met-
ric. The attack exploits this behavior by synchronizing HCO
movement with metric logging and mapping the time of the
smoothed metric extremum to the HCO’s logged position,
yielding an estimate of the gaze coordinate without direct
access to eye-tracking data.

We initially explored a static grid approach in which
multiple HCOs were rendered simultaneously at fixed screen
locations, each with distinct rendering cost. The idea was
to correlate observed GPU load with the region containing
the user’s gaze. However, this method proved ineffective: to
achieve meaningful spatial resolution, the number of HCOs
required significantly reduced overall frame rate. Addition-
ally, simultaneously rendering many HCOs made it difficult
to isolate individual contributions to GPU load, reducing
signal clarity and effectiveness of gaze inference.

Instead, we adopt a spatio-temporal design inspired by
radar tracking systems [68]. Rather than a static grid, we
sweep a single HCO horizontally or vertically across the
FOV. The sweep yields a localized extremum in the met-
ric when the HCO crosses the fovea; we later map the
extremum’s timestamp to the HCO’s position at that time
to obtain one axis of gaze.

Achieving high-accuracy gaze inference in this way
faces two key design challenges. First, HCOs must produce
detectable performance variation while remaining impercep-
tible and avoiding any degradation in user experience (C1).
Second, the system must extract consistent signal patterns
from noisy performance metrics despite the variability intro-
duced by rendering pipelines, head motion, and latency in
VR environments (C2). The following subsections describe
how we address these challenges in our design.

4.2. System Overview

Our attack is implemented as an ordinary VR app that
runs in the foreground on the target device and does not
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scan number. Scan numbers group frames into scan windows corresponding
to a single HCO sweep. Offline (bottom), the metric extremum within each
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that moment to infer gaze over time.

call eye-tracking APIs. Once launched, the app renders
invisible HCOs inside its own scene and samples per-frame
performance metrics exposed by the game engine.

The app executes a repeating sequence of scans. For
each scan, a single HCO sweeps across the FOV along one
axis while the app logs its screen-space position and the
per-frame performance metric. We refer to the duration of
one sweep as the scan time (Tscan).

Fig. 4 summarizes the architecture. The top panel shows
the runtime behavior inside the app: a script schedules scans,
moves the HCOs, and logs the per-frame metric and HCO
positions while the user plays. The bottom panel shows the
offline stage, where the exported log is passed through the
inference pipeline to produce a gaze time series. Algorithm 1
summarizes the per-scan inference pipeline. The same ar-
chitecture can run on desktop or in VR; only the attacked
metric and offset calculations differ by hardware platform.

In the following sections, we describe the key design
components that enable this system: how we construct and
control HCOs to create clean inference signals (Sec. 4.3),
and how we process GPU performance metric data to infer
gaze position from timing patterns (Sec. 4.4).

4.3. HCO Design and Scan Logic

At runtime, the app moves HCOs along pre-configured
trajectories across the user’s FOV to induce metric variation
during HCO-foveal overlap. This section focuses on how
these HCOs are constructed and controlled to reliably induce
measurable variation in the performance metric without
affecting the user’s visual experience, addressing (C1).

Each HCO is constructed from many overlapping trans-
parent cylinders arranged to span the full height (for hori-
zontal scans) or full width (for vertical scans) of the display;

X-Scan: Move HCO from left to right over time
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Figure 5. Attack process: One HCO scans while the other waits. Dips
occur at T1 and T2 during HCO-foveal overlap for the X- and Y-scans
respectively. The HCOs are invisible but colored here for illustration.

this ensures that each HCO intersects gaze along its scanned
axis regardless of where the user looks. The number of cylin-
ders is selected through offline tuning to generate sufficient
workload for a measurable signal without degrading overall
performance. HCOs are rendered fully transparent to remain
visually imperceptible to the user.

Our scanning process is inspired by air traffic control
(ATC) radar systems. ATC radars rotate while emitting
radio waves and receive reflections when aircraft are in
the direction of emission [68]. When the radar receives a
reflection from an aircraft, the direction of the aircraft can be
inferred from the radar’s azimuth at that time. Analogously,
our system scans HCOs across the user’s FOV in a timed,
repeating trajectory. When an HCO intersects the user’s
foveal region, it induces a spike in GPU workload, much
like a radar reflection, allowing us to infer gaze direction
from the timing of the performance fluctuation.

The attack script alternates X- and Y-axis scans in a
loop: X-scans move one HCO left to right; Y-scans move
the other HCO bottom to top as in Fig. 5. Each frame, the
app logs the HCO’s position and the chosen GPU metric,
creating a precise mapping from HCO position to metric
response. When the HCO crosses the fovea, the metric
exhibits a localized extremum. The inference module uses
these within-scan extrema to recover gaze coordinates.

4.4. Gaze Inference and Metric Processing

The app logs an entry each frame with the performance
metric value and HCO position, and we process the logged
data offline after the session. Each scan spans many frames
and is analyzed independently from other scans.

Formally, let each frame k in the session log record a
timestamp tk, a performance metric value mk (e.g., frame
time or frame rate), the HCO angular position θk along
the active scan axis, an axis label ak ∈ {X,Y}, and a



Algorithm 1 Scan-Based Gaze Inference
1: Input: Session log {(tk,mk, θk, ak, scank)}Kk=1, where

tk is the frame timestamp, mk the performance metric,
θk the HCO angular position, ak ∈ {X,Y} the scan
axis, and scank a scan identifier.

2: Output: Time-stamped gaze samples
{(t(j), x(j), y(j))}j .

3: Group frames into scan windowsW = {w1, . . . , wNscan}
using scank and axis labels.

4: Initialize an empty list of per-scan estimates S.
5: for each scan window w ∈ W (in chronological order)

do
6: Let {tw,j ,mw,j , θw,j}nw

j=1 be the timestamps, metric
values, and HCO positions in scan w, and let aw ∈
{X,Y} denote its scan axis.

7: Smooth the remaining {mw,j} to obtain m̃w,j .
8: Determine the extremum index

j⋆w =

{
argminj m̃w,j , if higher load decreases m,

argmaxj m̃w,j , if higher load increases m.

9: Initial gaze estimate along axis aw: Pi(w) ← θw,j⋆w
at time ti(w)← tw,j⋆w

.
10: Apply the appropriate spatial correction for axis aw

to obtain a final position Pf (w) from Pi(w).
11: Append (ti(w), Pf (w), aw) to S.
12: end for

// At this point, S = {(ts, Pf (s), as)}Nscan
s=1 is ordered in

time, with scans alternating X then Y.
13: Initialize an empty list of gaze samples G.
14: for j = 1 to Nscan/2 do
15: Let s← 2j − 1 {X-scan}, s′ ← 2j {Y-scan}.
16: Let (ts, Pf (s), as) and (ts′ , Pf (s

′), as′) be the s-th
and (s′)-th elements of S.

17: Set t(j) ← 1
2

(
ts + ts′

)
.

18: Set x(j) ← Pf (s) and y(j) ← Pf (s
′).

19: Append (t(j), x(j), y(j)) to G.
20: end for
21: return G.

scan identifier scank. The offline pipeline groups frames by
scan identifier and, for each scan window, extracts a single
gaze estimate along that axis by (i) smoothing the metric
trace, (ii) locating the within-scan extremum corresponding
to HCO-foveal overlap, and (iii) mapping the extremum
time to the HCO position and applying a spatial correction.
Algorithm 1 summarizes this procedure.

Because rendering cost propagates to the metric with a
small delay, we apply a spatial offset correction per axis to
better align the estimate with true gaze. In VR, this correc-
tion is eccentricity-dependent; on desktop, it is a constant
offset (see Sec. 6.1 and Sec. 6.2). Pairing consecutive X- and
Y-scan estimates yields one (x, y) sample per scan cycle,
reconstructing a time-stamped gaze series across the session.

This approach directly addresses (C2). It isolates a weak,
latency-shifted signal from noisy per-frame metrics using
lightweight filtering and extrema selection. Rather than com-

plex runtime inference, we use statistical processing offline.
The attack operates solely on readily available system met-
rics, such as frame rate or render time, which are commonly
exposed by standard game engines. While prior work [52]
has demonstrated similar metric-based side channels in VR,
none have targeted gaze or exploited DFR in this way.

5. Implementation

In this section, we describe how we implement our
scan-based side-channel attack on a stand-alone VR headset
(MQP, using Unity), a desktop-tethered VR headset (Varjo
XR-4, using Unreal), and a desktop setting (Godot). We
focus on three aspects: how DFR is implemented, how
HCOs are constructed and controlled, and how per-frame
performance metrics are processed to infer gaze. Prior work
shows that a variety of app-accessible metrics (e.g., object
count, memory usage, or frame time) can be used as side
channels [52], but here we focus on simple per-frame timing
metrics because, in preliminary exploration, they produced
the clearest and most consistent response to HCO-induced
workload changes across platforms. On MQP we log frame
time via Unity’s Time.deltaTime; on Varjo XR-4 we
use Unreal’s GPU frame time; and on desktop we derive
frame rate from Godot’s timing callbacks.

5.1. VR Implementation

We implement the attack on a stand-alone MQP VR
headset, which serves as our primary platform. We also im-
plemented the attack on a desktop-tethered Varjo XR-4 using
Unreal (utilizes desktop GPU for headset display), but we
highlight the implementation of the more popular consumer-
facing MQP. Details for Varjo XR-4 implementation can be
found in Appendix B. The VR pipeline follows the scan-
based design described in Sec. 4: HCOs sweep across the
FOV while the app logs per-frame performance metrics and
HCO position. The next three subsections detail the MQP
environment, the foveation source, the attack mechanics, and
inference procedure.

5.1.1. MQP VR Environment. We implemented the VR
build in Unity 6 (using Universal Render Pipeline) for
stand-alone execution on MQP via OpenXR. The user study
was implemented in a test scene consisting of a minimal
“city street”: a straight roadway with sidewalks and traffic
lights, brick-textured building proxies (static cubes) spaced
along the road, and a vehicle that moves up and down
the street as a controlled dynamic element (Fig. 6). This
configuration provides object density, occlusion, and motion
typical of interactive VR. We use this scene as a controlled
test environment to assess gaze inference feasibility under
realistic VR rendering conditions. This study scene is not
itself the motivating privacy-sensitive scenario discussed
earlier; it serves as a simplified streamlined environment
for evaluating whether the attack can infer gaze in practice.

We render stereo views from a single perspective cam-
era (FOV ≈ 108◦ horizontal and 96◦ vertical). HCOs are



Figure 6. MQP “city street” environment used in the user study. Proxy
“buildings” (brick-textured cubes) line the roadway; a low-poly vehicle
moves at a fixed speed to provide a controlled dynamic element.

rendered at a fixed, close distance from the camera and
their thickness scaled with viewing angle as they move
across the FOV so that their screen-space thickness remains
constant approximately 10◦, reducing perspective-induced
variability in HCO-foveal interaction. Each frame, we log
the game’s running time, scan number, Unity’s accessible
Time.deltaTime (frame time), and the scanning HCO’s
angular position (azimuth/elevation, in degrees) relative to
the camera’s forward vector. All instrumentation uses app-
accessible engine features and does not require privileged
profilers or developer shell access.

5.1.2. VR Foveated Rendering. On MQP we rely on
platform foveation exposed via OpenXR. When eye-tracked
foveation is used, the foveal region follows gaze. The attack
requires only that a foveal region be rendered at higher
quality and cost than the periphery. When the HCO overlaps
the fovea, the additional shading work increases frame time
(equivalently, decreases frame rate) relative to when the
HCO is in the periphery. This mechanism is vendor-agnostic
and works similarly on all headsets leveraging DFR.

5.1.3. VR Attack and Gaze Inference. We executed the
MQP attack with tuned parameters: 16 cylinders per HCO
and Tscan = 500 ms per axis. Each participant completed
two 60 s runs: one with the attack active, and one with the
attack disabled (HCOs locked to the FOV margins without
moving). Participants were not told about the attack. After
each run, they completed a short questionnaire to assess
whether they noticed any visual artifacts or responsiveness
differences; we report those results in Sec. 6.

On MQP we implement the steps in Algorithm 1 with
frame time as the performance metric, processing each scan
window independently. Fig. 7 illustrates the process:
Smooth. We smooth the raw data using an SG filter [69]
(window size 27, polynomial order 2).
Estimate gaze. We locate the within-scan extremum in the
smoothed series (maximum for frame time), then map its
timestamp to the HCO’s logged position to obtain an initial
gaze estimate coordinate along that axis.
Apply spatial offset. Finally, we apply an eccentricity-based
correction to the estimate to obtain the final prediction.
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Figure 7. Data-processing progression on MQP (Desktop is the same). Raw
frame-time data (a) is smoothed via a SG filter to produce a clean peak per
scan (b). Selecting the maximum smoothed frame time per scan and using
the HCO position reported at that time yields an initial gaze estimate (c,
e). Applying the learned offset produces the final prediction (d, f).

We process scans sequentially. Pairing the X- and Y-
axis estimates from consecutive scans yields one (x, y) per
scan cycle and reconstructs a time-stamped gaze trajectory.
For evaluation, we compare against the best per-axis ground
truth: for the X-scan, we use the horizontal component of
true gaze when the HCO is nearest foveal center; for the Y-
scan, we use the analogous vertical component. This does
not produce a single instant where both axes are measured
simultaneously, but it gives the most precise per-axis ground
truth available under the sequential scan design.

5.2. Desktop Implementation

In addition to the VR implementation, we instantiate the
same attack pipeline in a desktop setting using Godot. This
allows us to explore generalization to a different device,
engine, and DFR approach, and to study how different frame
rates affect attack accuracy under controlled conditions.



5.2.1. Desktop Environment. We ran experiments on an
Alienware Aurora R15 with an Intel Core i9-13900KF,
64 GB RAM, and an NVIDIA RTX 3090 GPU. To repro-
duce frame-rate ranges typical of VR scenes with moderate
complexity, we limited GPU power to 250 W, yielding
stable targets at 120, 160, and 200 FPS, depending on
scene complexity. Although this setting weakened the attack
signal, it was necessary to reduce the desktop frame rate to
realistic VR-representative ranges. All desktop experiments
used Godot 4.2 on Ubuntu 22.04 LTS.

We implemented our desktop experiments in Godot
because it is common to both traditional and VR game
development. We used the Sponza scene, a standard ren-
dering benchmark with complex lighting, textures, and
meshes [70]. The scene camera spanned a FOV of 107.52◦
horizontally, and 75◦ vertically.

5.2.2. Desktop Foveated Rendering. We emulate DFR on
desktop without an eye tracker by driving the GPU’s VRS
with a precomputed sequence of “shading-rate maps.” Each
map is a low-resolution image whose pixel values set the
shading rate across the screen: 1×1 in the fovea, 2×2 in the
perifovea, 4×4 in the periphery (Fig. 2 shows a sample).
To mimic gaze-contingent foveation, we take a gaze trace
and, at 100 Hz, generate the corresponding map that centers
the high-detail foveal region on that gaze point [71]. We
use a 192×108 map with a 1920×1080 framebuffer: the
map controls shading rate across the whole screen (it does
not reduce output resolution). The foveal disk is 21 pixels
in diameter (about 11.8◦ horizontally, 14.6◦ vertically); the
perifoveal ring spans an additional 20 pixels; the remainder
is periphery. We advance the map every 10 ms (100 Hz),
with each rendered frame using the most recent map.

Each experiment selects one gaze sequence and loads
the precomputed VRS maps with the app. We evaluate gaze
traces from two real VR datasets (DGaze and ET-DK2).
DGaze. The DGaze dataset [72] records human gaze during
VR navigation and visual-search tasks. Participants freely
explored visually rich 3D scenes, producing natural se-
quences of fixations and saccades. The released gaze coor-
dinates are already normalized and smoothed; we therefore
use a representative subject’s gaze trace as provided and do
not impose additional constraints on eye-movement patterns.
ET-DK2. The ET-DK2 dataset [73] contains raw eye track-
ing during free viewing of 360◦ images in VR. Participants
were instructed to explore each panoramic scene naturally,
again yielding unconstrained sequences of fixations and
saccades under varying visual content. We use 18 of the 19
subjects (Subject 7 data was unavailable) to assess general-
ization across subjects and across diverse gaze trajectories.

5.2.3. Desktop Attack and Gaze Inference. We executed
the attack with tuned parameters (see Sec. 6.2): 250 W GPU
power cap, 300 cylinders per HCO, and Tscan = 200 ms per
axis. These settings were fixed across desktop experiments.

Each run lasted 30 s. To stabilize baseline frame rate
at 120, 160, or 200 FPS, we added invisible full-FOV
rectangular meshes (“backdrops”) until the scene reached

the target frame rate. Backdrops uniformly increased load
without masking HCO-induced variation.

All attack assets and scripts were grouped under an
AttackScene node in the Godot scene. The main per-
spective camera rendered the scene with the HCOs masked
out. A dedicated orthographic camera rendered only the
HCOs, maintaining constant screen-space width as they
swept. We logged per-frame frame rate, scan number, HCO
screen position, and ground-truth gaze.

On desktop, we implemented Algorithm 1 with frame
rate as the performance metric. Each scan window is pro-
cessed independently, and the same as the VR implemen-
tation with a few minor exceptions: (i) outlier filtering
was implemented, (ii) we applied an additional smoothing
after the SG filter by averaging each point with its four
preceding and four following neighbors, and (iii) the offset
was constant but chosen based on average frame rate.

We process scans sequentially, pairing the X- and Y-
axis estimates from consecutive scans to obtain one (x, y)
prediction per scan cycle and reconstruct a time-stamped
gaze trajectory. Per-axis ground truth is obtained in the same
way as in the VR implementation.

6. Evaluations

This section presents a quantitative evaluation of our
attack in both VR and desktop environments, analyzing
gaze prediction accuracy and generalizability across gaze
behavior, frame rates, and hardware. The VR environment
uses real-time headset gaze for DFR, while the desktop
environment uses simulated DFR with per-frame VRS maps
driven by gaze sequences. In both environments, a scan
sweeps one HCO across a single axis with fixed duration
Tscan; pairing consecutive X- and Y-axis scans yields one
(x, y) sample per scan cycle. VR inferences use frame
time as the performance metric, while desktop inferences
use frame rate. To compensate for the latency between
HCO-foveal interaction and the recorded metric, we apply
spatial offsets to initial position estimates: an eccentricity-
dependent correction in VR, and a constant per-axis offset
in the desktop setting derived from calibration trials. Unless
noted, Tscan is 500 ms (VR) and 200 ms (desktop).

6.1. VR Evaluation

We conducted an IRB-approved user study on the MQP
to evaluate attack performance under real-time eye tracking.
Fifteen participants provided informed consent. The Simu-
lator Sickness Questionnaire (SSQ) [74] was administered
post-session; no participants reported symptoms.

Each participant completed two 60 s “free-look” runs
in which they freely explored the scene without prompts,
producing natural head and eye movements. One run used
the attack in the active state and the other in the inactive
state. In the inactive state, the HCOs were rendered but
fixed at the screen margins, preventing intersections with
the foveal region. After each run, participants completed a



TABLE 3. MEAN AND SD OF ABSOLUTE GAZE ERROR FOR MQP AND
VARJO XR-4 (LEAVE-ONE-PARTICIPANT-OUT EVALUATION)

Headset X Error (◦) Y Error (◦)
MQP 4.36 (± 5.89) 2.88 (± 3.60)
Varjo XR-4 3.98 (± 4.81) 3.24 (± 4.18)

brief questionnaire about visible artifacts and usability to
assess any perceptible impact of the attack.

On MQP we apply the per-scan preprocessing and gaze-
estimation pipeline described in Sec. 5 and Algorithm 1,
using frame time as the performance metric. Each scan win-
dow is processed independently to produce an initial gaze
estimate along the scanned axis, and we set Tscan = 500 ms
per axis to accommodate the effective frame rates on MQP.

To correct the residual latency-induced bias and
eccentricity-dependent distortion, we apply an angle-
dependent linear offset. For each axis we learn coefficients
(a, b) such that the corrected estimate is

Pf = Pi − (a θ + b),

where Pi is the initial estimate and θ is the HCO’s angular
position (horizontal for X-scans, vertical for Y-scans) at the
metric extremum. Coefficients are trained and evaluated in
a leave-one-out cross-validation (LOOCV) scheme for each
participant: in each fold, we grid-search (a, b) on data from
N−1 participants to minimize mean absolute error along
that axis, then apply the resulting coefficients to the held-
out participant. Reported errors are averaged over all folds.

Accuracy. Table 3 shows LOOCV accuracy on MQP
and Varjo XR-4. Across both headsets, mean absolute errors
are approximately 4◦ in X and 3◦ in Y, with relatively large
standard deviations reflecting natural head and eye motion
during free viewing. Subfigures (d) and (f) of Fig. 7 illustrate
how the inferred gaze position follows the ground truth
data by plotting data from one participant with coefficients
trained on all others. The magnitude of these errors and SDs
indicates room for improvement, but also shows that the
attack is feasible and yields estimates in the same order as
typical HMD eye-tracking noise. Prior work on gaze super-
resolution and scanpath reconstruction [63] suggests that
such coarse reconstructions can, in principle, be refined and
used as inputs to downstream analyses, including sensitive
inferences and re-identification attacks [75].

We also ran the same setup with 5 of the MQP partici-
pants, but with 0.25 s and 1.0 s scan times. These runs also
went through a LOOCV evaluation and confirmed that the
0.5 s scan time was optimal (at least out of 0.25, 0.5, and
1.0 s options) as we concluded in pilot runs (see Fig. 8).

Sensitivity to MQP foveation strength. To characterize
within-system sensitivity to DFR configuration, we repeated
the MQP evaluation for a new participant while varying the
runtime foveation-strength setting in Unity. For each setting,
the participant completed five full sessions, each consisting
of eye calibration, 60 seconds of city-street exploration, and
headset removal before the next session. The average offset
values from the prior participants were used, and no other
parameters were adjusted except for the foveation strength.
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Figure 8. Scan time vs. gaze-estimation error on Meta Quest Pro. Dots show
mean absolute error across five participants; error bars indicate ±1 SD.
Each participant repeated the same scenario with scan times of 0.25 s,
0.5 s, and 1.0 s. In both X-axis (a) and Y-axis (b), 0.5 s was optimal.

TABLE 4. MEAN ABSOLUTE GAZE ERROR ON MQP AT DIFFERENT
FOVEATION-STRENGTH SETTINGS FOR ONE PARTICIPANT.

Foveation Strength X Error (◦) Y Error (◦)
(default) 1.0 2.83 (± 0.62) 2.72 (± 0.56)

0.5 5.35 (± 0.94) 3.63 (± 2.05)
0.1 9.27 (± 1.25) 7.60 (± 3.14)

Table 4 shows that gaze error increases as foveation strength
is reduced from the default value of 1.0 to 0.5 and 0.1. The
results are expected: weaker foveation reduces the shading-
rate difference between the foveal and peripheral regions and
therefore weakens the workload signal induced by HCO-
foveal overlap, resulting in higher errors. Nonetheless, the
side channel remains observable and continues to support
coarse gaze inference under reduced-strength settings.

Perceptibility. After each run, participants answered
four 0–100 slider questions about visual artifacts, visual
quality, and the presence of strange objects. We compared
responses between the attack-active and attack-disabled
runs for the same participant. On average, participants re-
ported low levels of visual artifacts in both conditions (16.2
vs. 20.6), and rated the overall visual quality similarly (52.7
vs. 54.9). When asked whether they noticed any strange
objects that did not match the rest of the VR environment,
responses remained near the bottom of the scale (4.6 vs. 0.1).
We did not observe any statistically significant differences
between the attack and baseline runs on these items. Taken
together, these results suggest that our HCO design does
not introduce obvious visual artifacts or degrade perceived
visual quality, addressing (C1).

6.2. Desktop Evaluation

We tuned attack parameters in the Sponza scene us-
ing central-fixation trials as calibration to set scan time,
HCO dimensions, and a per-axis spatial offset. The selected
parameters for all desktop trials were: GPU power cap
250 W to reproduce ideal VR frame-rate ranges on desktop,
Tscan = 200 ms, HCO width 5.3◦ (X) and height 6.9◦ (Y),
and 300 co-located cylinders per HCO.

Using the same central-fixation trials, we computed con-
stant spatial offsets for each axis and frame-rate target to
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Figure 9. Predicted and true X-coordinates for each scan in the ET-DK2
condition at a 200 FPS baseline. We report mean absolute error and standard
deviation averaged over scans. (a) Initial X-component estimate; (b) final
X-component after applying the offsets in Table 7.

TABLE 5. MEAN AND SD OF ABSOLUTE GAZE ERROR IN THE DESKTOP
EVALUATION AT 120, 160, AND 200 FPS.

FPS X Error (◦) Y Error (◦)
120 3.50 (±6.51) 1.59 (±2.26)
160 1.65 (±2.90) 1.12 (±1.75)
200 1.19 (±1.66) 0.91 (±1.47)

TABLE 6. MEAN AND SD OF ABSOLUTE GAZE ERROR IN THE DESKTOP
EVALUATION AT 120 FPS (VARYING FOVEAL DIAMETER).

Diameter (FOV-X◦ / FOV-Y◦) X Error (◦) Y Error (◦)
5.6 / 6.9 2.76 (±0.89) 2.67 (±0.78)

(Default) 11.8 / 14.6 1.16 (±1.61) 3.02 (±0.34)
23.5 / 29.2 2.40 (±0.74) 2.55 (±0.62)

correct systematic prediction error. Offsets were derived by
averaging the difference between initial gaze estimates and
the ground-truth gaze position across all scans. Table 7 in
Appendix A.1 summarizes the resulting offsets for each
frame-rate target (120, 160, and 200 FPS), which were
applied across all gaze conditions in our evaluation.

We evaluated both DGaze and ET-DK2 gaze-trace con-
ditions at three frame-rate targets, with five trials per target.
Gaze error is the absolute angular distance between the
predicted and ground-truth gaze positions per scan; offsets
from Table 7 in Appendix A.1 are applied. Fig. 9 illustrates
the improvement for one ET-DK2 trial, where raw estimates
had a mean error of≈ 4.7◦ and applying the offset reduced it
to ≈ 1.0◦. This improvement was typical: across conditions
with the same baseline frame rate, the same offset values
generalized well, producing accurate gaze predictions.

Accuracy. Table 5 summarizes errors across all exper-
iments. Mean X/Y errors were under 3.5◦/1.6◦ at 120 FPS
and decreased with higher frame rates, reaching 1.19◦/0.91◦
at 200 FPS. These results demonstrate that accurate gaze
inference is feasible using only app-accessible performance
metrics, and average errors were within the 2–3◦ range of
typical eye-tracking noise [24], [76]. Detailed error sum-
maries for each gaze condition and frame-rate target, in-
cluding subject-level results for ET-DK2, are provided in
Tables 8, 9, and 10 in Appendix A.1.

Sensitivity to foveal diameter. We also used the desktop

setup to isolate the effect of foveal-region size by varying the
foveal diameter setting during VRS texture-map generation
and holding all other attack parameters the same as the
120 FPS experiments (including offsets). Participant S0001’s
gaze data from the ET-DK2 dataset was used five times for
each of the three experiment settings. Table 6 shows that
reconstruction accuracy is impacted slightly by fovea size,
but the attack remains effective under this realistic range of
foveal diameters.

7. Defense Mechanisms

We explored two lightweight but effective machine
learning (ML) models to detect the presence of attacks from
GPU behavior to provide an initial set of defenses for this
novel side-channel vulnerability: a supervised logistic model
and an unsupervised K-means clustering model. Both mod-
els use time-window summary statistics extracted from GPU
metrics (frame rate for desktop and GPU frame time for VR
headset) as features. Details of training and evaluation of
approaches are provided in Appendix A.2. These models can
be used to detect GPU behavior consistent with an ongoing
attack to warn users, log events, or trigger countermeasures.
While we do not implement countermeasures in this work,
we discuss potential approaches later in this section.

Logistic regression. This supervised model represents
deployments where labeled attack windows are available.
We trained on desktop data with 200 ms positive windows
(with HCO scans) and 200 ms null windows (no HCO
motion). Although we computed a broad feature set, two
features were sufficient: (i) within-window SD and (ii) the
outlier proportion (frames outside ±10% of the window
mean). A regularized logistic model trained on labeled
desktop data achieved an average F1 of ≈ 0.93 across test
scenarios. Because the VR traces use a different metric
(GPU frame time) and contain relatively few clear null
windows, we treat this model as a desktop baseline and
do not retrain it on VR. Instead, we evaluate cross-platform
generalization using the K-means approach detailed below.

K-means. The K-means clustering model simulates a
deployment scenario with no labeled attack data. We aimed
to determine whether clustering could distinguish windows
of performance metrics impacted by the attack from normal
rendering behavior. We used the same statistical features as
in the logistic model and grouped data into 1 s windows
from the desktop experiments. Using k = 2 clusters and
the default Euclidean distance metric, the initial model
performed worse than logistic regression (F1 score ≈ 0.80,
recall ≈ 0.67). Inspecting misclassified windows revealed
that our original definition of the “outlier proportion” feature
was overly permissive. Narrowing the outlier threshold from
±10% to ±2% significantly improved performance: the
model achieved an F1 score of ≈ 0.99 and recall of ≈ 1.00
on the desktop test set. Using this configuration and the
same feature definitions, the model generalized well to the
VR data, achieving F1 score = 0.99 on 1 s windows despite
the switch to frame time as the input metric. These results
suggest that simple clustering can detect our scan-based
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Figure 10. VR K-means detection improves as the window duration ap-
proaches or exceeds the scan time Tscan = 500 ms; performance saturates
by ≈ 1 s.

attack without labeled data and, when tuned appropriately,
can even outperform supervised baselines.

Fig. 10 shows VR attack detection F1 scores as a func-
tion of input time window. Performance increases rapidly
as the window approaches the scan time Tscan = 500 ms
and saturates for windows of about 1 s or longer. These
results suggest that near-real-time detection is both feasible
and highly accurate for our current attack implementation.

Countermeasures. We identified a couple of potential
countermeasures that could be used to degrade foveated
side-channel attack feasibility. Vertical synchronization,
commonly known as VSync, is an optional feature on GPUs
that caps the frame rate to match the display’s refresh rate
to prevent visual artifacts such as screen tearing. Enabling
this feature would directly mitigate the use of frame rate
as the side-channel metric and cause other side-channels to
appear more uniform. However, metrics like GPU render
time would still capture relevant information.

Another defense strategy is to artificially modulate GPU
performance to obscure or mimic attack periodic signature
caused by HCO sweeps. For instance, controlled GPU power
or load could introduce periodic load fluctuations that align
with the attacker’s scan period, but time-shifted, making true
gaze-induced dips more challenging to discern. This idea is
analogous to how deceptive radar jamming can create false
aircraft positions by copying a radar signal and emitting
it at controlled times [77]. This defense is well-suited to
our periodic sweep: introducing a mismatched periodic load
confounds the extremum timing that underpins inference.

Our implementation’s periodic sweep produces a distinc-
tive signature that simple detectors can exploit. Adaptive
attackers could vary cadence, randomize scan paths, blend
multiple metrics, or interleave scans with content motion to
evade fixed detectors. Thus, future work is needed to further
understand the breadth of side-channel attacks on foveated
rendering as well as the ability to detect and mitigate them.

8. Related Work

We situate this work between VR gaze privacy and GPU
side-channel attacks. Prior work shows that eye-tracking
data can reveal sensitive attributes and has proposed de-

fenses that regulate direct access to eye-tracking APIs.
Separately, GPU side-channel studies use app-accessible
performance metrics to infer information about users or
rendered content. We bridge these threads: DFR makes
rendering load gaze-contingent, and we show that ordi-
nary performance metrics leak gaze even when eye-tracking
APIs are unavailable. To our knowledge, no prior work has
demonstrated gaze inference on head-mounted displays by
exploiting DFR-induced load via app-accessible metrics.

8.1. Privacy in VR

Koch highlights unique privacy risks posed by eye-
tracking data, including the potential for advertisers and
malicious entities to monetize or abuse gaze-derived pro-
files [10], and emphasizes the current lack of regulation
around collection and use of such data. Kröger et al. detail
sensitive attributes that can be inferred from gaze, such as
biometric identifiers, preferences, psychological character-
istics, and indicators of mental illness [9], and argue for
stronger legal safeguards for eye-tracking data.

David-John et al. describe robust privacy mechanisms
to protect eye-tracking data from apps via a gatekeeper
API that serves to pass relevant data and features to apps
without providing raw gaze data [17]. They also propose a
standalone privacy mechanism for features such as foveated
rendering that require raw data by adding sample-level
noise. However, even if noise is introduced into the foveated
rendering pipeline, there is a good chance that fixations can
still be inferred and hence some sensitive information can
be deduced about the user.

Steil et al. presented a robust way of offering differ-
ential privacy that can protect gaze features against re-
identification and gender inferences while also providing
high performance for eye-tracking applications [78]. How-
ever, their privacy mechanism is applied to aggregated eye-
gaze data downstream and would not apply to sample-level
DFR or side-channel attacks on GPU metrics. Similarly,
the Kalϵido approach provides a spatial differential privacy
guarantee on released gaze coordinates that is capable of
mitigating privacy attacks but does not protect against GPU-
based side-channels.

8.2. GPU Side-Channel Attacks

Prior research has shown that GPU side-channel attacks
can utilize performance metrics to infer a wide range of
sensitive information. Naghibijouybari et al. demonstrated
that monitoring GPU metrics can reveal substantial infor-
mation about user activity, including the websites a user
visits, activity within those websites, keystroke timing in
password fields, and even aspects of neural-network struc-
ture [55]. Mai et al. demonstrated that it was even possible to
geolocate a user based on GPU timing when using WebGL
to access certain map websites [57].

Zhang et al. extended some of the previous work to
VR/AR headsets, using CPU and GPU side channels [52].
They monitored both CPU and GPU metrics via API calls to



infer information such as running apps, hand gestures used,
voice commands that were spoken, virtual keyboard buttons
selected, and to a limited extent, how far away bystanders
were walking in front of an AR headset.

While prior work has used GPU metrics to infer user
actions in both desktop and headset environments, no exist-
ing research has explored inferring eye-tracking data from
DFR. Our work fills this gap by demonstrating that gaze
position can be inferred from DFR-induced workload vari-
ations visible in app-accessible performance metrics.

9. Discussion

9.1. Preliminary Findings

Findings on MQP. A key finding is that an unprivileged
application on a consumer eye-tracking headset can already
reconstruct coarse but non-trivial gaze from DFR and app-
accessible performance metrics. In our free-look user study,
the scan-based attack produces one (x, y) estimate every
1 s (two 500 ms axis scans) with mean absolute errors of
≈ 4.4◦ (X) and ≈ 2.9◦ (Y) across participants (Table 3).
Participants did not report noticeable artifacts or quality
degradation during the attack, suggesting that the attack can
run largely unnoticed under realistic head and eye move-
ments. These results show that on current hardware, DFR-
induced load already leaks gaze at a resolution sufficient to
localize sustained foveal attention within a few degrees [16].

Role of desktop explorations. The desktop implemen-
tation serves as a controlled testbed for studying how attack
accuracy depends on rendering parameters and metric be-
havior under higher and more stable frame rates. Using real
traces from DGaze and ET-DK2, we tuned attack parameters
in Godot (including Tscan) via calibration trials and then
fixed Tscan = 200 ms for all reported desktop experiments
(Sec. 6.2). We systematically varied the baseline frame rate
between 120, 160, and 200 FPS. For this fixed scan time,
increasing the frame rate from 120 FPS to 200 FPS reduced
mean error from 3.50◦/1.59◦ (X/Y) to 1.19◦/0.91◦ (Table 5),
and even at 120 FPS the attack already achieved errors
comparable to head-mounted eye-tracking noise. These ex-
periments illustrate how frame rate shapes the accuracy and
temporal resolution of the attack in a setting where we can
tune parameters more freely than on a standalone headset.

Temporal–spatial trade-offs and future hardware.
The desktop experiments highlight a simple but important
trade-off. Frame rate determines how finely we can step
the HCO across the FOV (HCO position is interpolated
each frame), while the scan time Tscan determines how
often we can infer a gaze estimate. For a fixed frame rate,
shorter scan times improve temporal resolution but reduce
the number of samples per scan, which degrades spatial
accuracy; for a fixed Tscan, higher frame rates improve
both spatial sampling and accuracy. On MQP, a 500 ms
scan strikes a balance between these factors under current
performance constraints. On desktop, where higher frame
rates are attainable, preliminary exploration near 500 FPS

frame rates showed that a 50 ms scan time was able to yield
error magnitudes similar to our 200 ms desktop experiments
conducted at 160 FPS. This indicates that given sufficiently
high effective frame rates, the same attack could employ
shorter scan times resulting in more detailed gaze features.
We did not retain the exploratory results at these high frame
rates as they are not feasible on current VR headsets, but
they are suggestive for future hardware.

Emerging multi-frame-generation techniques, such as
NVIDIA’s Blackwell architecture with DLSS4 Multi Frame
Generation, are designed to increase effective frame rates by
several-fold over traditional rendering [79]. If similar meth-
ods are adopted in VR systems and per-frame performance
metrics remain app-accessible, attackers could collect more
samples within each scan window and reduce Tscan without
sacrificing spatial accuracy. Thus, the temporal resolution
we demonstrate here likely represents a conservative lower
bound on what DFR-based side channels could achieve on
next-generation hardware.

9.2. Attack Generalizability

Starting from the MQP study, we next ask how far
the attack extends beyond a single headset and scene. Our
results indicate that the same basic mechanism generalizes
across platforms, game engines, and gaze behaviors.

Across platforms, we ran an almost identical scan-based
inference pipeline in three settings: MQP (Unity) using
Time.deltaTime frame time, a desktop environment
(Godot) using frame rate, and a Varjo XR-4 headset (Unreal)
using GPU render time. The core pipeline (including scan
trajectory, per-scan segmentation, extremum localization,
and mapping extremum timing to HCO position) remained
unchanged across all three settings. Platform-specific cali-
bration was limited to metric choice and lightweight tuning
of HCO density and offset correction. Across these repre-
sentative systems, we observed comparable accuracy ranges
despite differences in hardware configuration, game engine,
scene, and DFR pipeline: mean absolute errors remained in
the 1–4◦ range (Sec. 6, Table 3, and Table 5). The Varjo XR-
4 results, while more limited in sample size, further reinforce
that similar leakage arises under a different engine and
rendering pipeline observed through a different metric. The
clearest trend in our data was with effective frame rate: the
two VR headsets produced similar errors operating at similar
frame rates (near 70 FPS), and desktop accuracy trended
towards the headset accuracy as the frame rate was reduced
towards 70 FPS. Taken together, these results suggest that,
for these representative systems, no substantial per-device or
per-engine tuning is required beyond lightweight calibration.

Additional sensitivity experiments on MQP show that
accuracy degrades predictably as the foveation strength de-
creases. The additional Godot sensitivity experiments show
that either doubling or halving the default fovea size resulted
in minor accuracy degradation. Notably, these experiments
were conducted using the same inference pipeline and previ-
ously established calibration settings for each configuration.



Therefore, the observed degradation can be attributed to
reduced DFR signal strength under modified configurations.

The attack also tolerates realistic gaze behavior. On
MQP and Varjo we evaluate natural free-look exploration
with head motion. On desktop we replay real traces from
DGaze and ET-DK2, which contain natural sequences of fix-
ations and saccades under different tasks and visual content,
and we observe similar error ranges across datasets. In all
of these conditions, the same HCO design and processing
pipeline produces usable gaze estimates without per-user
calibration beyond the fixed offsets learned in advance.

Finally, the attack relies only on app-accessible perfor-
mance metrics that are already exposed [52]. As long as
DFR is active and these metrics remain available, our results
suggest that scan-based gaze inference remains a plausible
threat beyond the specific hardware and scenes we study.

9.3. Privacy Implications of Coarse Gaze

On MQP, our reconstruction yields a relatively low-
rate gaze series: with Tscan = 500 ms per axis, we ob-
tain one (x, y) estimate roughly every second. On desktop,
shorter scans and higher frame rates yield estimates every
400 ms. In both cases, each estimate is derived from a
scan window comparable to a typical fixation duration (200–
300 ms) [27]. Prior work links fixation location and duration
to the deployment of visual attention and deeper cognitive
processing [16]. As a result, even coarse gaze recovery
allows an attacker to identify which regions or objects in
a scene received sustained foveal attention over time.

For many realistic attack goals, this level of informa-
tion is already privacy-sensitive. For example, in a product
gallery or news feed, sampling gaze every 0.5–1 s is suffi-
cient to determine which item a user dwelled on before act-
ing and for roughly how long, supporting detailed profiling
of interests or systematic experimentation with alternative
content layouts. In social or collaborative VR, coarse gaze
can reveal which avatars or bystanders a user repeatedly
looks at, or which panels of a multi-window workspace
attract sustained or frequent attention, even if rapid saccades
between them are not resolved.

These findings complement prior work on gaze privacy
that assumes high-rate eye tracking. Even without access
to eye-tracking APIs, and even at low temporal resolution,
DFR-based side channels expose enough information about
user focus to undermine privacy mechanisms that focus on
restricting access to or sanitizing explicit gaze streams.

9.4. Limitations

HCO design and inference model. Our cylinder-based
HCO yields good accuracy but has limits. As a thin on-
screen band, its fovea overlap is brief at lower frame rates,
reducing samples per pass. We employed a simple linear
correction model in the VR attack setting, and more complex
transformations are likely to improve accuracy.

Temporal resolution. Our scanning-based HCO design
presents a trade-off between scan time and gaze inference

accuracy. Alternative HCO layouts or scan methods may
need to be employed to reduce this tradeoff on current
headsets. We also expect that learning-based methods could
upsample our coarse gaze series to a higher temporal reso-
lution in future work [63].

Link to downstream privacy. Our scope was to demon-
strate accurate gaze reconstruction and release a small
dataset. A larger VR dataset and an evaluation that connects
reconstructed gaze trajectories to concrete downstream infer-
ences are needed to quantify end-to-end privacy risk and to
validate the coarse-gaze attacks we discuss above in realistic
application scenarios.

10. Conclusion

In this paper, we demonstrated a novel side-channel
attack that bypasses eye-gaze privacy mechanisms proposed
in other works by exploiting foveated rendering and com-
monly accessible GPU performance metrics. We showed
that such an attack is feasible across various platforms,
rendering pipelines, and game engines, and can accurately
infer gaze coordinates based solely on a single perfor-
mance metric provided it is correlated with GPU work-
load. We also provided an initial mechanism for detecting
these types of side-channel attacks, but mitigations and
consideration of more complex attacks are critical directions
for future work. Our research artifacts are available at:
https://version.cs.vt.edu/privateeye/eyespy

Ethics Considerations

We conducted a stakeholder-focused ethics analysis
guided by the Menlo Report, considering study participants,
VR end users affected by gaze inference, bystanders in
AR/VR contexts, platform and engine vendors, and the re-
search community. We did not target or exclude populations
based on protected characteristics; instead, we evaluate a
system-level side channel that arises across widely deployed
headsets and engines, and design mitigations intended to
protect the broad user base. Our VR user studies were
approved by the IRB, posed negligible risk, and obtained
informed consent from all participants, who reported no
adverse symptoms from their brief participation.

Given the nature of our attack work, we notified both
Varjo and Meta’s Bug Bounty program for vulnerability
disclosure prior to paper submission. We held follow-up
conversations with Varjo who determined that the exploit,
while relevant, did not fit their security threat model. Varjo
does not target a commercial user base, instead providing a
research-grade system to customers who use the headset for
enterprise applications or research studies. Thus, these users
or research participants would be aware that eye-tracking
data is being recorded through informed consent and is
available through the API. Second, Varjo best practices
are to maintain an isolated desktop for running validated
software on the headset which would prevent malicious
applications from embedding our attack within third-party



software. We did not hear back from Meta regarding our
ethical vulnerability disclosure.

LLM Usage Considerations

LLMs were used for editorial purposes in this
manuscript, and all outputs were inspected by the authors
to ensure accuracy and originality.
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Appendix A.
Desktop Calibration and Additional Results

A.1. Desktop Scan Time and Spatial Offsets

We calibrated the desktop pipeline in the Sponza scene
under a Center-gaze condition without backdrops so that
baseline frame rate depended only on the HCO cylinder
count. We swept scan times (100–1000 ms) while varying
cylinder count to cover a wide frame rate range, then com-
puted mean and SD of the per-scan angular error for each
setting. We chose a 200 ms scan time because it was the

TABLE 7. AVERAGE OFFSETS FOR 200 MS SCAN CALCULATED FROM
THE CENTER CALIBRATION EXPERIMENTS.

FPS Mean Offset X (◦) Mean Offset Y (◦)
120 8.64◦ 4.80◦

160 6.79◦ 3.98◦

200 5.54◦ 3.28◦

TABLE 8. MEAN AND SD OF ERRORS FOR DIFFERENT EYE-GAZE
CONDITIONS (120 FPS)

Eye-Gaze Conditions Avg Error X◦ SD X◦ Avg Error Y◦ SD Y◦

Center (Calibration) 2.37 3.32 1.32 1.63
DGaze 2.27 3.0 1.39 1.69

ET-DK2 S0001 3.17 5.72 1.79 2.81
ET-DK2 S0002 2.26 3.39 1.34 1.61
ET-DK2 S0003 2.61 3.86 1.46 1.78
ET-DK2 S0004 2.79 5.14 1.55 1.92
ET-DK2 S0005 2.7 4.99 2.12 3.51
ET-DK2 S0006 2.23 2.9 1.38 1.69
ET-DK2 S0008 3.77 9.47 1.74 2.83
ET-DK2 S0009 3.46 8.36 1.47 2.3
ET-DK2 S0010 2.47 3.08 1.6 2.38
ET-DK2 S0011 3.16 6.84 1.4 1.7
ET-DK2 S0012 2.59 5.63 1.35 1.62
ET-DK2 S0013 5.47 13.73 1.78 2.74
ET-DK2 S0014 2.1 3.12 1.42 1.92
ET-DK2 S0015 3.09 5.31 2.34 4.43
ET-DK2 S0016 2.45 4.16 1.43 1.78
ET-DK2 S0017 4.51 11.21 1.94 3.25
ET-DK2 S0018 2.99 6.22 1.43 1.74
ET-DK2 S0019 2.52 3.35 1.39 1.78

ET-DK2 Averages: 3.02 5.92 1.61 2.32

fastest setting that yielded low and stable SD across runs
when FPS was ≥120 FPS. Although longer scans reduced
mean error, they did not improve SD; since a constant spatial
bias can be compensated for with an offset and variability
cannot, we prioritized lower SD.

To obtain offsets, we took the mean per-axis error
from the 200 ms Center-gaze runs at each frame rate
(120/160/200 FPS). These values were recorded in Table 7
and subtracted as offsets from each coordinate estimate
in subsequent desktop experiments. The errors for these
experiments can be found in Tables 8, 9, and 10.

A.2. Attack Detection

We evaluate two lightweight detectors: (i) a supervised
logistic regression trained on labeled windows of scan and
no-scan periods, and (ii) an unsupervised K-means model
operating on fixed-duration windows with no labels. Each
window is summarized by simple statistics of the rendering
metric: standard deviation (SD), skewness, kurtosis, range,
interquartile range (IQR), and the outlier proportion (sam-
ples outside ±2% of the window mean) after SG smoothing
(window = 15, poly = 5). For the logistic model we stratify
a 70/30 train/test split across 120/160/200 FPS frame rates
and conditions (Attack/NoAttack balanced). A two-feature
variant using only {SD, outlier proportion} performs nearly
as well as when using the full set of features; on desktop
logistic regression attains F1 ≈ 0.93 across conditions.

The label-free K-means detector targets the deployment
case where neither the scan period nor training data are



TABLE 9. MEAN AND SD OF ERRORS FOR DIFFERENT EYE-GAZE
CONDITIONS (160 FPS)

Eye-Gaze Conditions Avg Error X◦ SD X◦ Avg Error Y◦ SD Y◦

Center (Calibration) 0.92 1.18 0.53 0.79
DGaze 1.45 2.08 0.83 1.01

ET-DK2 S0001 2.66 5.44 1.67 3.08
ET-DK2 S0002 1.45 1.68 1.07 1.84
ET-DK2 S0003 1.46 1.73 0.89 1.18
ET-DK2 S0004 1.73 3.2 1.15 1.71
ET-DK2 S0005 1.82 3.46 1.51 2.48
ET-DK2 S0006 1.35 1.51 0.99 1.41
ET-DK2 S0008 1.4 1.73 1.35 2.02
ET-DK2 S0009 1.46 1.8 1.0 1.34
ET-DK2 S0010 1.55 1.88 1.19 1.74
ET-DK2 S0011 1.48 1.83 0.93 1.29
ET-DK2 S0012 1.31 1.56 0.91 1.35
ET-DK2 S0013 2.82 8.41 1.49 2.27
ET-DK2 S0014 1.63 3.55 0.98 1.19
ET-DK2 S0015 2.14 4.47 1.61 2.98
ET-DK2 S0016 1.3 1.77 0.9 1.23
ET-DK2 S0017 1.75 2.39 1.35 3.03
ET-DK2 S0018 1.64 2.6 1.02 1.53
ET-DK2 S0019 1.32 1.54 1.18 2.21

ET-DK2 Averages: 1.68 2.81 1.18 1.88

TABLE 10. MEAN AND SD OF ERRORS FOR DIFFERENT EYE-GAZE
CONDITIONS (200 FPS)

Eye-Gaze Conditions Avg Error X◦ SD X◦ Avg Error Y◦ SD Y◦

Center (Calibration) 0.77 0.65 0.4 0.76
DGaze 1.1 1.09 0.73 0.9

ET-DK2 S0001 1.94 4.62 1.46 3.03
ET-DK2 S0002 1.13 1.33 0.76 1.05
ET-DK2 S0003 1.09 1.16 0.7 0.97
ET-DK2 S0004 1.07 1.36 0.9 1.39
ET-DK2 S0005 1.25 1.61 1.11 1.66
ET-DK2 S0006 1.1 1.15 0.89 1.3
ET-DK2 S0008 1.07 1.21 1.05 1.63
ET-DK2 S0009 1.17 1.31 0.83 1.06
ET-DK2 S0010 1.31 2.23 0.98 1.54
ET-DK2 S0011 1.09 1.13 0.85 1.14
ET-DK2 S0012 1.08 1.24 0.72 1.08
ET-DK2 S0013 1.38 3.38 1.08 1.77
ET-DK2 S0014 1.09 1.18 0.79 1.07
ET-DK2 S0015 1.47 2.29 1.51 3.33
ET-DK2 S0016 1.09 1.23 0.84 1.16
ET-DK2 S0017 1.54 2.0 1.08 1.83
ET-DK2 S0018 1.22 1.42 0.8 1.03
ET-DK2 S0019 1.04 1.06 0.95 1.56

ET-DK2 Averages: 1.23 1.72 0.96 1.53

known. Using the same features and smoothing, tightening
the outlier threshold from ±10% to ±2% (after smoothing)
eliminates most false negatives. Performance saturates once
the window length meets or exceeds the scan time: on
desktop, K-means achieves F1 ≈ 0.99 for windows ≥ Tscan;
for both MQP (frame time) and Varjo XR-4 (GPU render
time), the model attains an F1 of 0.99 for ≥ 1 s windows
with the same parameters. Because it requires no labels and
can run with {SD, outlier proportion} alone, this clustering
approach is practical for online screening and complements
more heavyweight defenses.

Appendix B.
Varjo Implementation and MQP Supplemental

We implemented our Varjo attack within the Unreal
game engine, as it is an industry standard for VR ex-
periences and has good compatibility with VR displays

(a) (b)

Figure 11. (a) Unreal editor scene. (b) Left-eye view showing the foveal
region. The attack HCO and square foveal viewport are invisible to the
user and are shown here in blue and yellow respectively for illustration.

for logging ground-truth gaze data. We chose Varjo XR-
4 primarily for its integrated 200 Hz eye tracker, enabling
dense ground-truth gaze data.

We use OpenXR quad-view foveation [65] rather than
VRS, as Unreal’s available VRS path at the time was fixed-
foveation and not stereo-aware. Like the MQP, we employ
a single perspective camera and move the HCOs close to
the camera’s near plane to help mitigate distortion effects.

B.1. VR Environment

Due to computer availability when running the VR
study, a different but similar computer was utilized. We
performed the experiments on an Alienware Aurora R16
desktop computer with an Intel Core i9-14900F, 64 GB
RAM, and an NVIDIA RTX 4090 GPU. The Unreal Engine
(5.4.2) on Windows 11 was used to render a simple Rock
Wall attack scene to the Varjo XR-4 headset. The Rock Wall
scene consists of a textured ground plane and a single light
source. We used this low-complexity environment to isolate
the effects of our attack when using real-time eye-tracking
data from the headset instead of pre-recorded traces and
due to a lack of open-source graphics benchmark scenes
configured in Unreal for the Varjo headset.

Fig. 11a shows the Rock Wall VR attack scene while
Fig. 11b shows the view of the HCO and foveal region for
one eye. The Varjo XR-4 provides a FOV of approximately
120◦ in the X-dimension and 105◦ in the Y-dimension.

B.2. Varjo XR-4 Foveated Rendering

We first explored NVIDIA VRS-based foveation in
Unreal, but available Unreal Engine 5 paths were fixed-
foveation and not stereo-aware. We therefore used Varjo’s
quad-view foveated rendering [65], which keeps the shading
rate at 1×1 but renders a high-resolution foveal viewport
and a lower-resolution peripheral viewport for each eye. The
foveal viewport covers a square region extending 15◦ around
the current gaze point (Fig. 11b). We set Varjo image quality
to “High”, where the foveal view is 1472×1472 and the
peripheral view is 2100×2084 [80].
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Figure 12. Predicted and ground-truth VR gaze positions for Participant 1
when attack parameters are optimized on the remaining participants. The
predicted gaze closely follows the ground-truth gaze across all conditions.

B.3. Varjo XR-4 Attack

The Varjo XR-4 attack was implemented the same as the
MQP, just with minor differences in HCO size and quantity.
The Unreal editor provides direct access to performance
metrics during rendering through integrated debug tools. The
typical frame rate metric was not ideal since the CPU pro-
cess added delay to the frame rate. We instead used Unreal’s
GPU render time metric since it more closely reflected GPU
workload. We inverted the GPU Time ( 1

GPU render time ) to get
a more natural frame rate type of metric.

B.4. Varjo XR-4 Implementation

We conducted an IRB-approved user study with six
participants to evaluate how well our attack performs under
real-time eye-tracking conditions on the Varjo XR-4 headset.
All participants provided informed consent. During the ses-
sion, each participant completed a 45 s Free Look task where
the participant naturally explored the scene without prompts,
allowing for realistic viewing. Participants completed the
Simulator Sickness Questionnaire (SSQ) [74] both before
and after the session. None of our participants reported
experiencing symptoms during their sessions.

We apply the preprocessing and gaze-estimation pipeline
described in Sec. 5 and Algorithm 1, using 1

GPU render time
as the performance metric. Each scan window is processed
independently to produce an initial gaze estimate (Pi) along
the scanned axis, and we set Tscan = 500 ms per axis to
accommodate the effective frame rates on Varjo XR-4.

To compensate for increased errors at higher eccentric-
ities, we introduced a non-linear correction function that
scaled with the eccentricity of the initial prediction. This
adjustment improved accuracy across the full visual field.
We optimized the following equation to minimize mean
absolute error when computing attack coefficients Pf =
Pi−C+A·tan(K(Pi−C)), where Pf is the final predicted
gaze position, C is a scalar offset, and A · tan(K(Pi −C))
represents a scaling term based on how far the offset gaze
estimate is from the center of the FOV.

Our attack used data from the VR user study to opti-
mize coefficients and evaluate attack performance. The three

TABLE 11. MEAN AND SDS OF ABSOLUTE GAZE ERROR ACROSS ALL
SIX FOLDS IN A LOOCV EVALUATION

Condition X Error (◦) Y Error (◦)
Free Look 3.98 (± 4.81) 3.24 (± 4.18)

TABLE 12. MEAN AND SD OF PREDICTION ERRORS PER LOOCV
FOLD (MQP, 70 FPS)

Fold Avg Error X◦ Avg SD X◦ Avg Error Y◦ Avg SD Y◦

1 3.97 5.63 5.45 6.63
2 3.99 5.79 2.44 2.05
3 3.58 4.81 3.31 4.49
4 5.29 6.84 2.25 2.43
5 5.08 8.36 1.88 2.20
6 4.35 4.98 1.34 1.70
7 3.64 5.03 2.34 3.42
8 5.44 6.41 2.86 5.10
9 3.95 5.06 1.53 1.99

10 3.51 4.62 3.08 3.18
11 4.10 5.47 2.29 3.07
12 4.36 6.18 1.74 2.35
13 4.54 6.77 5.83 8.96
14 4.79 6.57 3.30 4.36
15 4.76 5.88 3.52 2.07

Average 4.36 5.89 2.88 3.60

coefficients C, A, and K were optimized independently
for X- and Y-scans for a given set of training data. The
coefficients were optimized in a modified grid search by first
setting A and K to zero and identifying the optimal value
of C ∈ [15◦, 30◦] with a step size of 0.1◦. The value of C
was then fixed to the value that produced the lowest mean
absolute gaze error. Next, pairs of A,K values were sampled
to find optimal values within the ranges A ∈ [10, 40] and
K ∈ [1, 4] with a step size of 0.2.

Table 11 presents the LOOCV accuracy for each axis
across the six participants. Coefficients are optimized on
five participants and evaluated on the held-out participant,
then averaged across folds. Errors ranged up to an average
of 4.51◦ (X) and 3.19◦ (Y). Fig. 12 illustrates how the
inferred gaze position follows the ground truth data by
plotting data from Participant 1 with coefficients trained
on all other participants. The magnitude of errors and SDs
suggests room for improvement in predicting gaze position;
however, we consider these findings to show the attack is
feasible.

B.5. MQP Participant Data

Results for the 15 MQP participants are in Table 12.



Appendix C.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

C.1. Summary

This paper demonstrates that Dynamic Foveated Render-
ing (DFR) technology can be used as a side channel to infer
user gaze location, even if eye tracking data would not be
directly available to the adversary. The VR app developer
implements horizontal and vertical scans to the video feed.
The scans are not visible to the human user, but when the
scan hits the foveated area, which is rendered with higher
precision, the computing load increases. By monitoring GPU
metrics and correlating it with scan timings, the adversary
can infer gaze location.

C.2. Scientific Contributions

• Independent Confirmation of Important Results with
Limited Prior Research.

• Creates a New Tool to Enable Future Science.
• Identifies an Impactful Vulnerability.
• Provides a Valuable Step Forward in an Established

Field.

C.3. Reasons for Acceptance

1) This paper identifies a novel side channel for VR
apps based on DFR. This side channel allows a
malicious VR app developer to infer user gaze
without direct access to eye tracking data. Thus
the paper nicely demonstrates that existing defenses
like API gating alone may be insufficient to protect
the privacy of VR app users.

2) The paper presents a concrete attack pipeline that
infers gaze points by correlating application-visible
performance metrics with known object move-
ments. The use of visually unobtrusive, transparent
HCOs as probing signals makes the side channel
exploitable under realistic UI constraints. The paper
also provides strong cross-layer insight: Links hu-
man vision, rendering optimization, hardware met-
rics, and privacy leakage.

3) Evaluation on Meta Quest Pro (Unity), Varjo XR-
4 (Unreal), and desktop pipelines (Godot) demon-
strates that the phenomenon is not a single-device
artifact.


